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1. EXECUTIVE SUMMARY

In the course of European Patient Smart Open Services (epSOS) project, significant experi-
ence has been gained and lessons learned regarding the successes and also the complexities
of cross-border information exchange. WP22 (Policy and Strategy) has considered aspects of
sustainability, based on the four areas of: legal, organizational, semantic and technical.

This paper provides an analysis of experience to date in epSOS, and makes a number of rec-
ommendations for the future. epSOS is a pilot project, and the aim is not just to enable pilot
operation to continue, but rather to consider what is needed to support mass-deployment of
epSOS-type services across Europe.

The recommendations follow discussions across all partners within epSOS. The National ep-
SOS Pilot Coordinator (NEPC) group, the Industry Team and many of the individual work
packages in epSOS have contributed also. Annex 3 lists the relevant work packages, but
notes the input of all partners. The legal section has been drafted by WP2.1 and discussed
within the Project Steering Board’s Legal Expert Group (PSB LEG). A final version agreed by
the PSB LEG was released to WP2.2 to be incorporated in D.2.2.7.

The Project Steering Board (PSB) discussed the approach at their November 2013 meeting,
debated the process for agreeing and managing the recommendations in their December
2013 meeting, and PSB members were invited to respond formally to a vote on the recom-
mendations in early 2014.

The table below provides an ordered list of the recommendations.

# Legal

On the EU eHealth Governance:

1 It is recommended that a sustainable trusted environment is established between
MS for the provision of cross border services

2 It is recommended that while the new EU legal framework is expected to diminish
the needs addressed by the epSOS Framework Agreement, until this framework is
fully in place and complete, deployment of cross border eHealth services would re-
quire a common MS legally binding framework, based on agreements with an EU
wide applicability and acceptance

3 It is recommended that in order to create conditions for legal and organizational in-
teroperability, such MS agreements or Acts may be modified during transposition in-
to local legal and organizational frameworks and guidelines only in so far as it is nec-
essary to do so in order to comply with local law or custom

4 It is recommended that each country or region is represented in the cross border
eHealth context by its National Contact Point for cross border eHealth (NCPeH)
which may be a different that the NCP foreseen under Directive 2011/24/EU. A na-
tional or regional NCPeH acts as a communication gateway and maintains compli-
ance to normative interfaces in terms of structure, behaviour and security policy

5 It is recommended that agreements should also define criteria for preparedness of
MS to join cross border services, check points for MS self assessment against legal,
organizational and technical requirements as well as a process for notification of ac-
cession to the cross border eHealth services common environment
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It is recommended that the EU governance framework should include provisions for
the supervision of the Agreements spanning over all active parties in the data shar-
ing. It should also include provisions for Arbitration

It is recommended that liability of cross-border operational services is a matter of
importance and should be clarified in a dialogue of providers with national and EU
level authorities

It is recommended that the European Commission and the MS should foster the fur-
ther adoption and development of eHealth services through mutual assistance ac-
tions, as well as collection and publishing of cross-border eHealth services infor-
mation and statistics

On Data Protection and confidentiality:

It is recommended that all data contained in medical documentation, in electronic
health records and in EHR systems are “sensitive personal data” and therefore sub-
ject to Article 8 of the Data Protection Directive

10

It is recommended that the processing of healthcare data must have a clear legal ba-
sis. In the absence of other legitimate grounds, this can be the data subject’s two-
step explicit consent

11

It is recommended that the processing of personal data is strictly limited to the min-
imum which is necessary for the fulfillment of any specific cross border eHealth ser-
vices which must be specified, explicit and legitimate

12

It is recommended that MS consider appropriate duration of storage of data in the
log files for litigation purposes

13

It is recommended that the NCPeH is assigned the role of data controller when re-
ceiving and further processing personal data from abroad

On Information to Patients:

14

It is recommended that the NCP foreseen by the Directive 2011/24/EU should in-
clude information the specific rights of data subjects, conditions and practicalities on
privacy and confidentiality aspects, according to the different legislations of each
Member State

15

It is recommended that MS adopt measures at the local and regional level to im-
prove patient knowledge and education on cross border eHealth aspects relating to
their ability to exercise rights in the visited country that they would be able to exer-
cise at home, such as a right to mask certain information rules

16

It is recommended that patients are provided access to cross border audit trails

17

It is recommended that in the event of emergency access to health data without
consent, the patient or person acting on behalf of the patient is informed about the
override of consent upon leaving the Point of Care (PoC) including details of access

! National implementations may differ between MS depending on the national context and
the national law
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18 | It is recommended that privacy and confidentiality are embedded in the design of all
eHealth cross border services. Examples of such facilities include encryption between
NCPs, mandatory components for patient consent and access to audit trails and noti-
fication in case of emergency access’

On Information Security:

19 | It is recommended that MS should include cross border specific safeguards into their
national information management systems and compliance requirements
Organizational

20 | It is recommended that healthcare professionals are appropriately engaged in speci-
fication updates and other clinical issues to be addressed in moving to mature im-
plementation

21 | It is recommended that training materials and activities be provided to support im-
proved deployment of the service

22 | It is recommended that the non-functional requirements (e.g. relating to perform-
ance and reliability) be formally reviewed to form the basis for Service Level Agree-
ments (SLAs) for live, at-scale operation of national and central services

23 | Itis recommended that a platform of NCPeHs is established to deal with on-boarding
of new PNs, periodic auditing and general operations of the epSOS infrastructure

24 | Itis recommended that dissemination activities for other projects, initiatives and the
policy domain continue beyond the end of the project

25 | Itis recommended that Member States continue to disseminate at national level the
results and experiences of piloting

26 | It is recommended that the lessons from the epSOS pilot evaluation are followed up
to ensure that commitments are put into practice

27 | ltis recommended that the specifications from epSOS be updated, in the light of pi-
lot experience, to reflect changes such as terminology versions, and taking into ac-
count usability of the functions

28 | It is recommended that good practices within the piloting PNs are shared for cross-
border eHealth convergence within the EU in order to promote and diffuse the value
of the epSOS design
Semantic

29 | Itis recommended that work on the requirements for the maintenance, QA and pro-
vision of central terminology services be specified

30 | Itis recommended that the review of the datasets uses a similar set of selection cri-
teria derived in epSOS for identifying fields, and supporting coding schemes

31 | It is recommended that discussions are progressed with SDOs (e.g. in relation to li-

censing, approach to translations) prior to the development of the semantic work

2 Germany recommends end-to-end encryption
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32

It is recommended that formal tooling be used to document dataset selection deci-
sions, including versioning control to have the full change log and traceability, and to
maintain a central repository

33

It is recommended that, with SDOs, minimum common import format of the code
systems should be adopted, based on International standards

34

It is recommended that each SDO generate a minimum Meta-information containing
necessary supporting guidance for a value set including information of how the value
set was created

35

It is recommended that a use-case based approach is taken to specifying require-
ments (e.g. for MVC) which is therefore dependent on business needs

36

It is recommended that the development of requirements for semantic interopera-
bility services should consider both cross-border and national scenarios

37

It is recommended that further work be undertaken to address the issue of the iden-
tification of medicinal products

Technical

38

It is recommended that the specifications from epSOS are maintained as assets, and
improved where possible to be more suitable for use by industry partners. An ap-
propriate approach might be to formalize the status of the specifications (e.g. as
Publically-Available Specifications)

39

It is recommended that a structured, iterative process be followed when document-
ing and evaluating the design/specifications, to assist evaluation and improve the
value of the design

40

It is recommended that, as specifications and standards are updated, the profiles are
maintained, and implementation guidance uplifted

41

It is recommended that the Open Source components be maintained and updated
(as appropriate) with governance arrangements in place to ensure integration test-
ing, on-going support and new developments where appropriate (e.g. for new use
cases)

42

It is recommended that arrangements be put in place for testing facilities, to enable
testing of cross-border activities, but also to enable individual Member States to test
their own facilities

43

It is recommended to ensure that, as the legal and regulatory requirements become
clear, the supporting security requirements are updated, together with mechanisms
for assuring compliance

Whilst Participating Nations (PNs) in epSOS have agreed to extend epSOS piloting facilities
for another six months, the project itself is time-limited and therefore cannot provide all the
answers; instead it can only make recommendations for others to enact.

It is envisaged that the actions will be taken forward by a combination of European Commis-
sion, the eHealth Network (supported by the eHGI), Member States and other organizations
(e.g. Standards Developing Organisations (SDOs) such as CEN, IHTSDO) as well as follow up
projects such as:
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EXPAND (thematic network established under CIP)
eSENS (cross-sector project)
Parent (patientregistries.eu)

Trillium Bridge (project with the US).

A separate document has been prepared for the Commission to present the recommenda-
tions according to type, priority and potential enabling actor.
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2. INTRODUCTION AND BACKGROUND
2.1 Purpose

In the course of epSOS, significant experience has been gained and many lessons learned re-
garding the successes and also the complexities of cross-border information exchange. The
WP22 (Policy and Strategy) has considered aspects of sustainability, based on the four areas
of: legal, organizational, semantic and technical. Over the past year, attention has been paid
to the shorter-term survivability as well as the longer-term sustainability issues.

This paper provides an analysis of experience to date in epSOS, and makes a number of rec-
ommendations for the future. epSOS is a pilot project, and the aim of this document is not
just to enable pilot operation to continue, but rather to consider what is needed to support
mass-deployment of epSOS-type services across Europe. The concept of sustainability is
therefore taken to include:

e Alignment with national investments into eHealth solutions and services;

e Extensibility with other national and European projects;

e Supporting an open market for products and services;

e Supporting care not only across borders but throughout Europe; and hence
e Enabling achievement of the eHealth Action plan objectives.

2.2 Process for the development of recommendations

This paper follows many discussions across all partners within epSOS and beyond. The Na-
tional epSOS Pilot Coordinator (NEPC) group has been keen to be involved throughout the
development of the recommendations. The Industry Team and many of the individual work
packages in epSOS have contributed also. Annex 3 lists the relevant work packages, but
notes the input of all partners. The legal section has been drafted by WP2.1 and discussed
within the Project Steering Board’s Legal Expert Group (PSB LEG). A final version agreed by
the PSB LEG was released to WP2.2, to be incorporated in D.2.2.7.

The Project Steering Board (PSB) discussed the approach at their November 2013 meeting,
debated the process for agreeing and managing the recommendations in their December
2013 meeting, and PSB members were invited to respond formally to a vote on the recom-
mendations in early 2014, resulting in unanimous support.

2.3 Structure of the report

The following sections explore in turn the aspects of interoperability by examining:
e Context;

e Application in epSOS;

e |ssues;

e Analysis and findings;

e Recommendations.

Annex 2 provides a list of abbreviations.
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The challenge is that whilst PNs in epSOS have agreed to extend epSOS piloting facilities for
another six months, the project itself is time-limited and therefore cannot provide all the an-
swers; instead it can only make recommendations for others to enact.

It is envisaged that the actions will be taken forward by a combination of European Commis-
sion, the eHealth Network (supported by the eHGI), Member States and other organizations
(e.g. SDOs such as CEN, IHTSDO) as well as follow up projects such as:

e EXPAND (thematic network established under CIP);
e eSENS (cross-sector project);
e Parent (patientregistries.eu);

e Trillium Bridge (project with the US).
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3.  Legal and Regulatory Sustainability
3.1 Context

epSOS is a Large Scale Pilot that started in June 2008 and will finish end of June 2014. It has
been established to develop and test pilot services for cross-border data sharing to support
patient care delivered to European citizens outside their usual state of affiliation by means
of a shareable electronic Patient Summary and ePrescription.

The project has operated within a complex policy background and focused on cross border
eHealth services for mobile EU citizens; the work plan of epSOS in this context was con-
ceived as a proof-of-concept of the EC Recommendation on Interoperability of electronic Pa-
tient Records®.

During the life time of epSOS, additional important EU policy and legislative developments
have been initiated which set the backdrop to the elaboration of the epSOS Recommenda-
tions for long term operation of services.

In the last few years, the EU legislative framework has made considerable progress in terms
of creating clarity and an underpinning governance framework supportive of cross-border
electronic services. Firstly, the Directive on Patients Rights (Directive 2011/24/EC) to cross-
border healthcare creates conditions of increased legal certainty on patients rights to reim-
bursable cross border care and it provides clear directions of how major legal barriers (as for
example recognition of e-Prescriptions) should be addressed.

These advances are also expressed by the proposed

e Regulation for Data Protection”, which aims to ensure that all individuals in the EU enjoy
a consistent level of data protection and rights

e Regulation for electronic Identification® which sets rules for the first phase, i.e. for elec-
tronic identification and authentication for cross border services' and the European
Standardization Regulation6 which impacts primarily on the adoption of technical specifi-
cations in the domain of ICT (already adopted).

None of these regulations are health sector-specific. With the exception of the elD Regula-
tion, they are also not cross-border specific. One may argue, however, that although the
setting forth of requirements for mutual acceptance and notification of elD schemes is vol-
untary, the elD Regulation will eventually promote uniform criteria for national identification
schemes. In this sense, these EU legal interventions create conditions for harmonization in
several areas that are critical to the functioning of the cross-border eHealth services, and
they supplement Directive 2011/24/EU regulating them.

® http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L :2008:190:0037:0043:EN:PDF

4 Proposal for a Regulation of the European Parliament and of the Council on the protection of individuals with
regard to the processing of personal data and on the free movement of such data (General Data Protection
Regulation), COM(2012) 11 final

5 Proposal for a Regulation of the European Parliament and of the Council on electronic identification and trust services
for electronic transactions in the internal market, COM(2012) 238/2

6 Regulation (EU) no 1025/2012 of the European Parliament and of the Council of 25 October 2012 on European Standardi-
sation
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A secondary effect of these Regulations is that they are likely to support a greater cross sec-
toral integration of electronic services supporting several other domains, such as business
life cycle, e-procurement and e-justice, addressed in the eSENS Large Scale Pilot’.

Within this landscape, the epSOS Legal Sustainability Recommendations aim to encapsulate
knowledge created in the project and deliver it in the form of proposals for sustainability of
services to a number of EU eHealth policy and implementation actions currently in process.

At the policy level, the Recommendations address the Article 14 Network established under
Directive 2011/24 EU, through its support mechanism expressed by the eHealth Governance
Initiative. This Network provides the forum for decisions and agreements that will enable
deployment of cross border services. epSOS is in the position to provide recommendations
in other areas, as foreseen in the Network’s Multiannual Work Plan® such as priority 3 “Ad-
dressing legal barriers to interoperability, including data protection issues” but also priority 1
“Adopt common measures on eldentification and Authentication for eHealth under Directive
2011/24/EU, Art.14 “.

In particular, in what concerns priority 1, the European Commission, as expressed by the Di-
rector — General of DG CONNECT Robert Madelin® during the Fall 2012 eHealth Network
meeting, has “underlined the value of the epSOS results in establishing a circle of trust for

identificati on and aut hent i ldedurtheonore sbidatbae d

these results could also be very valuable in relation to security aspects and he concluded by
calling on the Member States to support a European approach of electronic identification for
health.

Furthermore, Article 8 of the eldentification Regulation establishes the legal setting for all
Member States to jointly cooperate to ensure technical interoperability and security of cross
border services.

At the strategy and operational levels the Recommendations address current initiatives that
aim at the further integration of basic e-government cross border services, such as eSENS™
as well as the further consolidation and preparation of the handover of pilots to the Con-
necting Europe Facility (CEF)** such as EXPAND and all other projects dealing with cross bor-
der health data exchange such as Trillium Bridge dealing with sharing Patient Summaries be-
tween the EU and the USA.

Last but not least, it is expected that epSOS will have an impact also on the national eHealth
Roadmaps in all four interoperability areas including Data Protection and Security practices.

3.2 Legal and regulatory approach within epSOS

epSOS has been conceived as a pilot project designed to take place on a large scale, initially
involving 12 EU-Member States and expanded to 23 from 1st of January 2011. The first
wave of seven pilots was launched in spring 2011, having successfully met the legal and
technical requirements for cross border data exchange. By Fall 2013 more countries have
accessed to the pilots bringing the total number of piloting nations to 18.

7 eSENS, Electronic Simple European Networked Services project is a new Large Scale Pilot www.esens.eu
8 http://ec.europa.eu/health/ehealth/docs/ev_20121107_wd01_en.pdf

9 Meeting Minutes http://ec.europa.eu/health/ehealth/docs/ev_20121107_mi_en.pdf

10 http://lwww.esens.eu/home.html

11 http://ec.europa.eu/transport/themes/infrastructure/connecting_en.htm
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epSOS has focused on EU-wide solutions rather than bilateral scenarios. This was achieved
within the constraints of existing organization eHealth systems and national legal frame-
works. The common EU legal basis for cross data transfer has been Directive 95/46/EC on
the protection of individuals with regard to the processing of personal data and on the free
movement of such data.'?

A major objective of the Large Scale Pilot has been to prove the concept and gather informa-
tion and evidence in order to facilitate progression from pilots to large scale deployment of
these services. While epSOS has not and does not intend to impose changes to existing na-
tional legal and regulatory frameworks, neither interfere with the pre-existing MS eHealth
policies, procedures and infrastructures, the project has sought agreements on a number of
safeguards to be put in place for the operation of the pilots, including those for processing of
health information with proper balancing of patients’ interests and organizational constraints that
should be guaranteed by all pilot sites. These agreements have been reached at the level of the
epSOS Steering Board composed of National Authorities representatives.

These safeguards were expressed as requirements for piloting countries in the form of
clauses in a Framework Agreement (FWA). This Framework Agreement provided a blueprint
for national level contractual agreements - where required13 - to create a National Contact
Point (NCP) as a legal entity entitled to process patient data in the context of the epSOS pi-
lot.

Each country is represented in epSOS by its National Contact Point (NCP). An epSOS NCP is
an organization legally mandated by the appropriate authority of each country to act as an
interface between the existing different national functions and infrastructures.

The NCP is legally competent to contract with other organizations in order to provide the
necessary services, which are needed to fulfil the epSOS Use Cases. The epSOS NCP is identi-
fiable in both the epSOS domain and in its national domain. It acts as a communication
gateway and also as a mediator for delivering epSOS Services. As such, an NCP is an active
part of the epSOS environment if it is compliant to normative epSOS interfaces in terms of
structure, behaviour and security policy compliance.

The common Framework Agreement (FWA) aimed to establish the epSOS Trusted Domain
amongst NCPs. This domain was conceived as an extension beyond national or regional ter-
ritories where healthcare services, supported by epSOS data services, are physically pro-
vided. Its function is to ensure that cross border services supported by epSOS can be deliv-
ered seamlessly to populations travelling between countries participating in the epSOS Large
Scale Pilot.

Eventually piloting nations selected amongst the epSOS services those of greatest interest
and alignment to their national priorities. It is interesting however to note that piloting in
epSOS eventually took place under two broad piloting strategies for piloting nations:

e engaging a limited number of regions and healthcare providers into the pilot

e engaging into nationwide piloting

12 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
13 for example, the national administration provided the service itself
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While both strategies aim to lead to adoption and deployment of cross border services, they
encountered quite different challenges and implemented the FWA in different, however
conformant, ways. Eventually, the diversity of national implementations provided a wealth
of collective epSOS experience and a sound basis for arriving at recommendations for sus-
tainability beyond epSOS.

All epSOS National Contact Points and Points of Care, that joined the pilot, implemented
these provisions. Implementation of safeguards at the NCPs and the points of care is subject
to periodic audit. According to approved PSB Audit Policy, no specific cross-border security
audit is required as long as national audit is carried out by an auditor certified to interna-
tional standards and accredited by national law. What is required however is that the inter-
nal audit (monitoring) should include verification of conformance to epSOS safeguards.

In case of a serious non-conformity or dispute an escalation process would include the dele-
gation of an epSOS independent certified auditor to perform an independent audit in the
country in question.

For the pilot and in order to improve the understanding of how epSOS safeguards are ap-
plied and audited a monitoring activity in the form of peer review has been adopted. So far
only document based review has been implemented in epSOS; on site visits have been con-
sidered beneficial but have not been carried out due to budget and time constraints.

There have been no additional EU level contractual agreements between MS in epSOS, be-
sides the Grant Agreement and the Consortium Agreement that apply for the duration of the
project and the running of the pilots.

3.3 Open lssues

EU and national laws create the legal basis for interoperability at both organizational and le-
gal levels encompassing the capacity to interoperate technically by using common technical
and semantic standards and processes, as well as the operational interoperability of legal
requirements and rules of governance. This articulation of EU and national legislation for
eHealth in general, and cross-border access to electronic health records and ePrescriptions
in particular, define the level of Legal Interoperability. It has not been within the remit of
epSOS to pursue legal interoperability but rather to support implementation of epSQOS, de-
spite the lack of it, and thereby to build the case for future stronger legal interoperability, in-
cluding through ongoing EU level legislative interventions.

The EU and national legal frameworks define the conditions under which health data may be
shared, making provisions for safeguards that need to be in place without, however, being
prescriptive of such safeguards. Creating, adopting and implementing such safeguards for
cross-border eHealth services is a pre-requisite for deployment and sustainability which —in
addition to legislation being in place — create conditions for Organizational Interoperability.
This was successfully pursued in epSOS and was documented in a number of agreements, in-
cluding but not limited to the FWA. From a legal and regulatory viewpoint the issues that
were deemed necessary to address were:

DATA PROTECTION AND CONFIDENTIALITY: There is sufficient legal certainty in this domain,
as Data Protection has been regulated at EU level and the relevant directives have been
transposed into national legislation. While much diversity exists in the way this transposi-
tion has been realized, there are sufficient pre-conditions and EU level interpretation guid-
ance to allow for successfully addressing these issues through a systematic and comprehen-
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sive process of building trust within the system components and also within the human pro-
cesses of delivery of the epSOS services. Key issues addressed were the legal basis for access
to data from abroad; patient consent to such access to health data and information to pa-
tients. It should be noted however that while the legal rules are established and clear at na-
tional level, there is still a lack of patient knowledge of how their personal data are handled
and what legal rights of access and control they have in cross-border settings. This lack of
education is well addressed through pilots such as epSOS, but it is important for Member
States to address the issue at local and regional levels.

PATIENT CONSENT: Patient Consent is the “freely given specific and informed indication of
the patient’s wishes by which s/he signifies his agreement to personal data relating to him
being processed".14 In transposing the Data Protection Directive (DPD), Member States have
introduced or enhanced national systems for regulating access control to patient infor-
mation, as part of establishing their national trusted domain in eHealth. Such rules typically
address the need to establish that access to patient data is limited to accredited healthcare
professionals; that access is requested in the context of a care relationship with the patient;
and that the requested information verifiably concerns the specific patient. In conformance
with the DPD, such systems will also contain rules concerning the nature of information
which may be collected and the purposes for which it may be processed - generally the rule
is that only data relevant to the care of the patient may be collected and that they may only
be processed for patient care. The DPD and national legislation do however provide some
exceptions to this rule which allow that certain data may be collected and processed for the
purposes of running an efficient and effective health service, and for treating patients when
it is impossible to obtain consent, for example where the patient is unconscious.

The European level legislation also gives certain rights to the patient, such as knowing which
data are stored and to be given access to the data in order to check that the data are correct
and to demand correction of any incorrect data or deletion of any data which the patient
does not want to have stored and such data is not necessary for health care purposes.

It is important to note however that there are some significant differences in the transposi-
tions of the Data Protection Directive. There are, for example, differences in the interpreta-
tion of ‘specific and informed consent’. Some countries allow such consent to be implied
from the patient’s presence in a consulting room, while others require explicit consent, in-
cluding written consent. Similarly, some give the patients the right to explicitly restrict or
limit access to their information or certain categories of information. For example, a patient
may be entitled to exclude certain health care providers or categories of health care provid-
ers or certain documents or categories of documents from the healthcare record.

LEGAL ISSUES RELATED TO HEALTH SYSTEMS: Unlike other sectors, very little is regulated at
EU level in terms of harmonizing health systems and healthcare services. It must be remem-
bered that according to Article 168 of the Treaty on the Functioning of the European Union
(TFEU) a high level of human health protection is to be ensured in the definition and imple-
mentation of all Union policies and activities. However, the Treaty also requires that deci-
sion relating to the provision of healthcare services are taken at the national or local level,

14 This definition is laid down in Art 2(h) of the Data Protection Directive (1995/46/EC). Given that this is a rather
precise formulation which has been further clarified in the recitals of the Directive as well as in subsequent opin-
ions of the Data Protection Working Party, the definition and handling of patient consent does not vary signifi-
cantly across Member States.
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and the principle of subsidiarity still applies to the organization of health services in each
Member State. The EU thus has legal competency on health matters only insofar as they
concern certain public health measures and when they relate to matters of the fundamental
freedoms of movement of people, goods and services, such as in cross border health ser-
vices. As a result, cross border health care is confronted by a great diversity such as with re-
spect to regulations on medicinal products and prescribing, variations in terms of healthcare
professionals’ duties and their roles, their work protocols and the national processes for ac-
creditation, certification and audit of health care quality.

It is important to note that in a usual cross-border face to face healthcare situation local
rules will apply when patients seek treatment outside their usual country of residence -
therefore they may not be able to exercise rights in the visited country that they would be
able to exercise at home, such as a right to mask certain information. This again calls for
good patient knowledge.

LIABILITY - epSOS healthcare professionals will be called to treat foreign patients that may
have an electronic Patient Summary available in their country of affiliation and which will be
made available to them to consult. It is imperative that they understand that the primary
application of this Patient Summary is to provide them with a dataset of essential and un-
derstandable health information to deliver safer patient care. Furthermore to understand
its “value” as a clinical tool i.e., what the Patient Summary is and what it is not, and how it
was created.

Liability in epSOS is both medical and non medical. This means that actors, whether natural
or legal persons, involved in providing epSOS services must assume responsibility towards
each other and towards the end users and patients for the safety of the services delivered.
It means also that any individual or organization that suffers a harm or loss as the result of
using epSOS services or receiving healthcare in which a Healthcare Professional has made
use of epSOS services may be able to claim for compensation if the harm or losses can be at-
tributed to a failure attributed to epSOS services and provided that they were used accord-
ing to the intended use and epSOS guidelines.

In terms of liability associated with the legal responsibility for Data Protection in this is as an
important part of the epSOS security and data protection framework. It is interesting to
note that although in some national environments, compensation claims due to infringe-
ments of privacy are actually close to zero, this aspect becomes very important in the cross
border exchange due to the different implementation of the DPD and the varying security
levels across MS. Therefore, although liability concerning data protection may be of little
relevance from the civil law point of view in the national context, it is a major area of con-
cern in cross border eHealth.

SECURITY: There are different security levels applied by the MS for the protection of person-
al data in terms of technical and organizational measures. In relation to electronic identifica-
tion it is necessary to achieve a high degree of certainty of who the person is both for the pa-
tient and for the healthcare professional. Furthermore, in the health care context it is the
healthcare professional to be first identified in a cross border setting in order to access ser-
vices (access to Patient Summary and e-Prescriptions) of a patient who must be also identi-
fied. While the electronic identification and authentication prove who a person is, granting
access to certain health services or data requires a further step to verify that you are entitled
to the service at all. There is unfortunately little in terms of EU level services that would
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permit cross border authorization. The proposed Regulation sets rules only in what con-
cerns electronic identification and authentication. Any requirements concerning managing
access rights to health data or services, storing and processing of health data, could there-
fore not be addressed within epSOS.

Key issues addressed were agreeing on establishing appropriate measures for identification
and authentication; establishing appropriate security levels and realistic security and audit
policies as well as and auditable safeguards; defining processes for assessing and monitoring
conformance to these measures.

3.4 Addressing open issues: the epSOS Safeguards

In order to address the above issues, epSOS reached agreements on the content, implemen-
tation, assessment and monitoring of the following safeguards.

Patient Consent

The processing of healthcare data must have a clear legal basis. All data contained in medi-
cal documentation, in electronic health records and in EHR systems are “sensitive personal
data” and therefore subject to Article 8 of the Directive. In the absence of other legitimate
grounds, this can be the data subject’s two-step explicit consent.

Irrespective of the national approach for consent for creation of a personal data record and
access to this information by healthcare professionals within a piloting country, access to
this data from abroad will be executed in an opt-in mode and through a two step process:

(i) Prior Agreement to participate in the epSOS pilots is acquired in the country of affilia-
tion. If this is not possible and where both the country of affiliation and the country
of treatment agree this step maybe executed also in country of treatment;

(ii) Specific Consent, provided always in country of treatment to the healthcare profes-
sional before access to information.

Access to data is allowed provided that patient consent has been granted in accordance with
national law, and the purpose of access is to provide medical care for the patient. If the pa-
tient decides not to give consent, this can be recorded under the responsibility of the coun-
try of affiliation. The patient can also decline the use of epSOS services at the Point of Care,
whereas no access is allowed.

Specific consent must always be provided at the point of care, provided that the patient is
not a minor or has diminished capacities. These cases must be handled in accordance with
national legislation in the country of affiliation and where the record is stored. It is noted
however that epSOS did not address issues related to minors and incapacitated persons. Ac-
cess can also be granted in emergency situations when the patient is not able to give con-
sent (e.g. because of physical incapacity) and patient’s life is at risk or it can be assumed
that the patient may suffer a serious health risk if information is not given The patient must
receive information of any emergency access that has taken place as soon as the patient is
able to receive such information, and all such emergency access must be duly recorded with
an auditable trace of who accessed the information, when and why.

e Patients must be duly informed and provided with the respective information in his/her
own language that can be downloaded from the epSOS system.

e Patient consent is recorded and logged electronically before data request is submitted.
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Information to Patients

The patients are informed on the aims of the epSOS LSP, how their patient data will be used,
on their rights and any other circumstances of the processing of their data for the epSOS LSP
purposes. The patients are also informed that their consent is free without any conse-
guences if the consent will not be given, and that the collection and further processing of pa-
tient’s health data solely for providing medical services is a subject of legislation of a country
in which medical care is provided. It should be noted however, that epSOS has not imple-
mented services allowing patients to see the access logs to their personal data neither has it
implemented notification services in case of access without their consent in emergency
situations.

This core information text has been drafted and annexed to the FWA in the form of a stan-
dard “Patient Information Notice”, to be localised in each country, preferably as an adden-
dum to the national standard information provided to patients for acquiring Consent. The
information notice resides in the epSOS NCP of the country of affiliation and is made avail-
able as needed to the patients in their own language when they are in the country of treat-
ment.

Security

Each Member State is fully responsible for ensuring the security, confidentiality and integrity
of the technical systems and for implementing electronic identification schemes at national
level. Consequently, epSOS did not specify any technical or procedural requirements to
harmonise the security, confidentiality and integrity of national systems but reached agree-
ments on adequate security and audit requirements and a common security and audit policy
specific to the cross-border settings. While epSOS did not make progress in terms of achiev-
ing technical interoperability of electronic identification means used in the piloting coun-
tries, epSOS Member States shared, discussed and agreed on common minimum require-
ments and practices based on EU and international standards to ensure and enhance secu-
rity and in particular:

Circle of TrustThe Circle of Trust (CoT) is established by contractual means and subse-
guently implemented technically. At the technical level, it consists of pairs of mutually
trusted consuming and providing gateways. Each country is publishing a Trust Service List
(TSL) containing the current endpoint address of the services offered and the digital certifi-
cate in order to safeguard the authenticity and integrity of the connection. All NCPs import
and process the TSL from all other NCPs and therefore know exactly under which (web ser-
vice) endpoint and by using what certificate they may reach and authenticate any other NCP
within the CoT. That aspect is enabling the NCPs to work in a directed manner and to avoid
any broadcast-alike behaviour.

Secure channelNCPs that are active in the epSOS CoT are part of the “epSOS trusted node
infrastructure” that implements the core epSOS security services, which ensure the confi-
dentiality of medical data transmission and authenticity of epSOS services: virtual private
network (VPN) on top of the public internet; message encryption (TLS) and integrity protec-
tion, and mutual NCP authentication. The VPN is established automatically. No messages
may ever be exchanged that are not routed and safeguarded through the VPN.

The certificate material used to mutually authenticate all nodes and to safeguard the integ-
rity of the communicated information is provided by each PN or their respective contractor.
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The specification and individual requirements concerning the sanctioned certificate material
have been commonly agreed

However, though all the certificate material is technically interoperable, epSOS experienced
some problems in implementing the secure channels due to non-interoperability on the
regulatory level. This issue is further detailed in Annex I.

As healthcare services are excluded from the services directive, the alignment of national
eHealth certificate material to the Digital Signatures Directive™ cannot be mandated but
only univocally agreed to. Differences in national legislation between the Participating Na-
tions regarding the safeguards for highly sensitive data like health data, means, that some
nations have not been able to accept the use of non-qualified electronic signatures.

Secure procesShe epSOS specification and framework agreement are not restricting the
piloting countries on the specific implementation of security safeguards to be used but they
enforce the strict operation of the means specified in epSOS and their legal equivalent in the
epSOS security policy. The national implementation choices are described as part of the Ini-
tial Security Audit performed prior to accepting a Participating Nation into the pilot and as-
sessed and by epSOS Legal and Security Exert Group (PSB LEG)'®, where Participating Nations
are duly represented.

Logging am Auditing: All epSOS services, regardless of whether being in the role of a ser-
vice consumer or provider, are required to document all message exchange operations
(communication). The epSOS specifications have defined mandatory “audit points” that will
invoke an auditable event and also the schema that is to be used for compiling and trans-
porting any auditable event.

Each action performed on a NCP, including a small number of significant actions that are ex-
ternal to the NCP, is captured by an auditable event. This packet contains information about
“who” tried “what” “when” and “where” with “which” result.

All auditable events are then processed and addressed in accordance with the provisions of
the epSOS security policy by the national system. They are also digitally signed and time
stamped for integrity and authenticity reasons; and eventually submitted to an audit reposi-
tory. The audit repository is residing in a higher security storage zone within each NCP that
inhibits unauthorised access and manipulation.

For traceability and non-repudiation safeguards of message exchange operations, the com-
plete SOAP security header, including an optional body signature and mandatory security to-
ken) of all messages are written to both audit repositories located at NCPs at both sides of
the exchange. Naturally, the medical information itself about a given patient that is com-
municated by those messages is not stored in the audit repository at any time.

Patient Safety

At the absence of EU level harmonisation in the health service sector, the issue was ad-
dressed by applying the principle that national regulations of the country of treatment in
terms of professional accreditations must be respected by the country of affiliation. There-

15 Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community
framework for electronic signatures.

16 This group is composed by legal experts nominated by each one of the Health authorities participating in ep-
SOS.
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fore epSOS did not pursue any agreements in the area of the provision of eHealth services
themselves. It did however reach agreements on a quality assurance methodology for the
creation of commonly used semantic assets which — although developed at EU level — they
require additional processing in the form of transcoding and translation at national level. As
such they are particularly relevant to “medical” liability in cross border eHealth services.

epSO0S agreed on this QA and validation process, which was applied and monitored at epSOS
level. The final semantic assets incorporated in the central services of epSOS were in addi-
tion extensively tested before adoption.

A second safeguard was built in connection to Information to and training of the epSOS
healthcare professionals with the aim to provide the needed background knowledge on the
nature of the epSOS documents and the terms and conditions of usage of the epSOS ser-
vices.

An important element addressed has been to clarify that the epSOS patient summary con-
tains only information residing in the country of origin. However, it is possible that more re-
cent health record data has been created in another country. In this phase of the pilot, such
information is not used to update the epSOS Patient Summary.

Associated to patient safety is also the need to appreciate that if the patient has decided to
hide information in his country, where such masking of information is provided for in na-
tional legislation, this masked information will not appear in the epSOS dataset. It has been
considered that revealing which types of information have been masked impinges on pri-
vacy; therefore there will not be any kind of flag in the PS to alert of this fact.

The healthcare professional is furthermore informed that accepting to offer the epSOS ser-
vices does not alter obligations to the legal requirements of the country in which s/he exer-
cises his/her professional practice in order to provide medical services to the epSOS patient.
This means that the scope and categories as well as the relevance of personal data (including
sensitive data) which the healthcare professional requires to be collected in the foreign pa-
tient’s health record created in the country of treatment, will fall under the relevant legisla-
tion of the country in which the professional practice or health care provider is legally estab-
lished and operates.

The healthcare professionals that participate in epSOS may use the epSOS e-services to re-
ceive health information, related to the patient, from the patient’s country of affiliation ac-
cording to their judgment and complement it with all other needed information collection.
The use of these services is therefore not compulsory.

Additional safeguards of patient safety are those described earlier under security (integrity)
as well as epSOS procedures aiming to ensure unique identification of patients.

Liability

Liability in epSOS has been thoroughly examined within an internal document titled “Liability
in epSOS”Y, drafted with the intent to facilitate the localization of the FWA. It focuses on
the pilot nature of the project, but it is meant as an evolving document itself by exploring

aspects and lessons learned that would apply to the full deployment of epSOS services. It
addresses general concepts in liability flow, rather than setting out specific legal rules. As

1 https://service.projectplace.com/pp/pp.cgi/d666303870/Liability in epSOS_final.pdf;version=0.1?save_as=1.
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such it does not enter into the detail of national variations on general European concepts of
liability for goods, services or data, leaving it to Participating Nations to ensure that local le-
gal experts have agreed that compliance with local legislation is achieved. It provided, how-
ever examples of shared liabilities across international workflows. Emerging from these was
an understanding of the types of risks, the owners and hence the liable parties in each step
of the process. This is particularly important in order to increase legal certainty for patients
and public administrations when sharing data across borders.

Liability in epSOS has been considered with regards to Patient Safety and Data Protection
for software incorporated into the epSOS services. The latter is dependent on the technical
implementation strategy and the EU level component diminished as this strategy moved
from project level solutions to open interoperability specifications and implementation by
the MS.

It is also necessary to make an important distinction: epSOS is a Large Scale Pilot; therefore
services will be offered on an experimental basis, accordingly all limitations to liability based
on the experimental nature must be clearly set out in all documentation and explicitly men-
tioned in any legal contracts. Therefore, epSOS is liable for creating appropriate information
on the intended use and the constraints of epSOS documents (incl. updating and accuracy of
data). The responsible parties in the country of affiliation may be liable for quality of the in-
fo in the original documents in accordance with local professional liability. The treating
healthcare professional may assume liability for using the epSOS documents according to
their stated intended use. It should be noted that for countries engaging in to nationwide
piloting the services cannot be offered on an experimental basis but has to be treated as be-
ing part of the ordinary system for Healthcare.

It should be noted also that the liability issues addressed are for the use of the epSOS ser-
vices - i.e. sending, receiving and using patient data - not for the medical intervention itself
that takes place in a visited country. It should be also noted that epSOS did not elaborate
specific liability rules.

Due to the variability in the implementation of the Directive into national legislation across
Europe, implementation showed that NCPs have a different - “data controller” or “data pro-
cessor” - status in relation to responsibilities for protection of personal data. This legal role
is crucial for liability and responsibility for personal data, since the Data Controller deter-
mines the purposes and means of the processing of personal data, while a “data processor”
role implies limited rights in determining the processing of personal data; the latter has im-
plications of reduced liability and responsibility.

Transparency, Self Assessment, Monitoring and Reporting

Transparency in epSOS has been pursued through audit, monitoring and reporting on per-
formance from NCPs on a number of key requirements. Successful completion of a self as-
sessment based on internal audit and submission of a duly signed Initial Audit Report certi-
fies that privacy protection and security procedures are in place as a pre-requisite to enter-
ing the Operation Phase of the Pilot.

More specifically, before the start of the pilot, MS are requested to perform a self assess-
ment of compliance and submit an Initial Audit Report (IAR) incorporating the following in-
formation:
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1. The localization approach, sufficiency of contractual arrangements and status of nation-
al contracts; confirmation of DPA notification/authorization; preparedness of the NCP
vis-a-vis NCP technical and organizational Duties and Responsibilities; Preparedness of
the healthcare providers vis-a-vis Duties and Responsibilities for Points of Care.

2.  An own assessment on the degree of achievement of commonly agreed baseline securi-
ty criteria, taking into account that the epSOS Security Audit shall focus on confidentiali-
ty and integrity needs more so than availability needs; that the epSOS Security Audit
shall include an assessment of compliance to national legislation

3. A peer review consisting of site visits by small teams of epSOS “legal and security re-
viewers” and informal audit of the implementation of the cross border specific safe-
guards, reporting on finding and sharing good practices [but these were not carried out].

3.5 Analysis and findings

The epSOS approach described above, based on the designation of NCPs as legal entities
with specific duties for the project, relies on an internal mechanism of governance based on
guidelines, and represents an adequate solution for offering the epSOS services on a pilot
basis by a legal EU level entity being the epSOS consortium. The Grant Agreement and its
associated Consortium Agreement provide an adequate contractual basis for solving dis-
putes and non compliance to agreements made within the project. Through this approach
the project has created accountability of each MS participating in the pilots to prepare ap-
propriately for the epSOS pilot phase, i.e. set up its epSOS NCP and carry out their pilot op-
erations.

epSOS policies have been captured in the FWA and the epSOS Security and Audit policy.
These policies have been put to strain test (i) by epSOS piloting preparation and launch and
(i) by the WP29 review and subsequent consultation with WP29 subgroup on eHealth chair.

Today pilots are running in 18 epSOS countries in compliance to national legislations. Where
national implementations varied, epSOS pursued agreements on common policies and safe-
guards in close collaboration with national bodies, particularly in areas involving data protec-
tion and safety risks. It should be however noted that this approach did not provide a 100%
bullet proof solution'®. Evidently, this approach is not sustainable beyond the lifetime of the
project. For sustainability beyond epSOS an appropriate legal framework is needed. Until
this framework is in place and complete, deployment of cross border eHealth services would
require a MS common legally binding framework (agreements) with an EU wide applicability
and acceptance.

Similar recommendations were made by Article 29 Data Protection Working Party which
subsequently reviewed the epSOS approach and issued a Working document on epSOS;
while the Working Party verified the appropriateness of the adopted measures, it made spe-
cific recommendations for sustainability and for reinforcing patient control and transparen-
cy.

Following the positive assessment and after consideration of the WP29 recommendations
and the proposals of the epSOS Legal and Security Expert Group (PSB LEG) the epSOS Steer-
ing Board adopted a consolidated list of policies which form the basis of the policy recom-
mendations in the following section.

18 Germany was unable to pilot under the FWA approach.
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3.6 Recommendations

Sustainability of cross border eHealth services is expected to benefit greatly by the improved
legal certainty of the recent EU level legislative initiatives, namely the transposition by MS of
Directive 2011/24/EU and the Standardization Regulation, as well as those in process, name-
ly the General Data Protection and the e-ldentification Regulations. It is however envisaged
that additional agreements between MS are needed and such agreements could potentially
be captured in implementation and delegated acts foreseen in these legal instruments.

On the basis of the above considerations and the experience from the successful accession
of 17 MS and Switzerland to the epSOS pilot, epSOS recommends that the European Qo-
missionand the eHealth Networkensure that any subsequent EU level relevant initiatives
consult and build upon the extensive collaborative experience of the epSOS Participating Na-
tions. In particular, it is recommended that:

# Source | Legal

On the EU eHealth Governance:

1 PSBLEG | It is recommended that a sustainable trusted environment is established be-
tween MS for the provision of cross border services

2 PSBLEG | It is recommended that while the new EU legal framework is expected to
diminish the needs addressed by the epSOS Framework Agreement, until
this framework is fully in place and complete, deployment of cross border
eHealth services would require a common MS legally binding framework,
based on agreements with an EU wide applicability and acceptance

3 PSBLEG | It is recommended that in order to create conditions for legal and organiza-
tional interoperability, such MS agreements or Acts may be modified during
transposition into local legal and organizational frameworks and guidelines
only in so far as it is necessary to do so in order to comply with local law or
custom

4 PSBLEG | It is recommended that each country or region is represented in the cross
border eHealth context by its National Contact Point for cross border
eHealth (NCPeH) which may be a different that the NCP foreseen under Di-
rective 2011/24/EU. A national or regional NCPeH acts as a communication
gateway and maintains compliance to normative interfaces in terms of
structure, behaviour and security policy

5 PSBLEG | It is recommended that agreements should also define criteria for prepar-
edness of MS to join cross border services, check points for MS self assess-
ment against legal, organizational and technical requirements as well as a
process for notification of accession to the cross border eHealth services
common environment

6 PSBLEG | It is recommended that the EU governance framework should include provi-
sions for the supervision of the Agreements spanning over all active parties
in the data sharing. It should also include provisions for Arbitration

7 PSBLEG | It is recommended that liability of cross-border operational services is a
matter of importance and should be clarified in a dialogue of providers with
national and EU level authorities

Version 1.5 Page 23



D227 — Recommendations from the epSOS Project

PSBLEG

It is recommended that the European Commission and the MS should foster
the further adoption and development of eHealth services through mutual
assistance actions, as well as collection and publishing of cross-border
eHealth services information and statistics

On Data Protection and confidentiality:

PSBLEG

It is recommended that all data contained in medical documentation, in
electronic health records and in EHR systems are “sensitive personal data”
and therefore subject to Article 8 of the Data Protection Directive

10

PSBLEG

It is recommended that the processing of healthcare data must have a clear
legal basis. In the absence of other legitimate grounds, this can be the data
subject’s two-step explicit consent

11

PSBLEG

It is recommended that the processing of personal data is strictly limited to
the minimum which is necessary for the fulfillment of any specific cross bor-
der eHealth services which must be specified, explicit and legitimate

12

PSBLEG

It is recommended that MS consider appropriate duration of storage of data
in the log files for litigation purposes

13

PSBLEG

It is recommended that the NCPeH is assigned the role of data controller
when receiving and further processing personal data from abroad®

On Information to Patients:

14

PSBLEG

It is recommended that the NCP foreseen by the Directive 2011/24/EU
should include information the specific rights of data subjects, conditions
and practicalities on privacy and confidentiality aspects, according to the dif-
ferent legislations of each Member State

15

PSBLEG

It is recommended that MS adopt measures at the local and regional level to
improve patient knowledge and education on cross border eHealth aspects
relating to their ability to exercise rights in the visited country that they
would be able to exercise at home, such as a right to mask certain infor-
mation rules

16

PSBLEG

It is recommended that patients are provided access to cross border audit
trails

17

PSBLEG

It is recommended that in the event of emergency access to health data
without consent, the patient or person acting on behalf of the patient is in-
formed about the override of consent upon leaving the PoC including details
of access

18

PSBLEG

It is recommended that privacy and confidentiality are embedded in the de-
sign of all eHealth cross border services. Examples of such facilities include
encryption between NCPs, mandatory components for patient consent and
access to audit trails and notification in case of emergency access®

On Information Security:

® national implementations may differ between MS depending on the national context and
the national law
20 Germany recommends end-to-end encryption
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19 | PSBLEG | It is recommended that MS should include cross border specific safeguards
into their national information management systems and compliance re-
quirements
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4. Organizational Sustainability
4.1 Context

As previously mentioned, each Member State in epSOS is represented by a National Contact
Point (NCP). An NCP is an organization legally mandated by the appropriate authority of
each PN to act as a bidirectional technical, organizational and legal interface between the ex-
isting different national functions and infrastructures.

The NCP is legally competent to contract with other organizations in order to provide the
necessary services to fulfill the cross-border Use Cases. The NCP is identifiable in both the
cross-border domain and in its national domain. It acts as a communication gateway and al-
so as a mediator for legal and regulatory aspects of delivering cross-border Services. As
such, an NCP is an active part of the cross-border environment if it is compliant to normative
cross-border interfaces in terms of structure, behavior and security policy compliance.

4.2 Application within epSOS
4.2.1 Requirements Definition

The early activities in epSOS included the development of requirements for the use cases. A
team of European experts (clinicians and pharmacists) worked together to agree functional
and non-functional requirements that have continued to form the basis of epSOS services.
At the time (2009/10), a number of consultation activities were undertaken, notably through
the CALLIOPE thematic network.

The Work Packages 3.1 and 3.2 made a number of recommendations for the next steps in
the project, and many of these were progressed by subsequent work packages. However In
the latter stages of the epSOS project, it has been difficult to retain the interest of these
healthcare professionals, despite the increasing awareness of issues that need to be ad-
dressed.

4.2.2 Participating Nations

One of the earliest activities in epSOS was to survey the (then) current and planned ehealth
status within each Member State, to contribute to planning for cross-border services, on the
grounds that each country relies on others for availability.

In practice, throughout epSOS, local implementations have tended to proceed later than
planned, and this has inevitably impacted epSOS delivery. In some cases this has been due
to financial constraints which have in turn slowed down progress or, in some cases, stopped
progress altogether. This has resulted in delays, especially amongst the first wave of coun-
tries.

The second survey in 2011 still identified plans for local implementation, but enhanced by
input from the second wave of countries. These have brought impetus, enthusiasm and en-
ergy into the project and the number of these countries who have already moved to formal
pilot status has been particularly welcome.

4.2.3 National Organisation

Each Member State must have its own national Support Organization in place and publish
information about the responsible persons. Just as there are differences in scope and scale
of epSOS pilots, there are differences in the national organization and implementation sup-
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porting operation both in consideration to pilot approach and size. Figure 1 below illustrates
the breadth of roles in one individual PN’s organisation structure.
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The organizational setup and procedures for operating each NCP is based on the IT Infra-
structure Library (ITIL) scheme for systems management. The selected IT service manage-
ment and support processes have been deemed as the minimal requirement for operating
the NCPs in a coherent way. All Member States must have in place the following:

¢ Incident Managementincluding a service desk function. This service desk function
may differ from country to country. Incident Management is important for the indi-
vidual Member State as well as cross-border; Member States should be able to con-
tact each other in case of technical or organizational problems.

e Problem Managementaims to resolve the root causes of incidents and thus to
minimise the adverse impact of incidents and problems on business that are caused
by errors within the IT infrastructure, and to prevent recurrence of incidents related
to these errors. Member States must have organised ways to solve problems.

e Change Managemenaims to ensure that standardised methods and procedures are
used for efficient handling of all changes in the technical setup, in the organizational
setup or in practical matters in a Member State. Each Member State must have a
documented process for implementing changes of technical, organizational and prac-
tical kinds. The change process must include proper planning and ensure that suffi-
cient information has been disseminated to other Member States.

Each Member State is responsible for the actual implemented operating management
framework and for ensuring the described functions are established and implemented for
cooperation between PNs. Similarly, each Member State is responsible for the availability,
reliability and day-to day running of their services. In pilot mode, with low volumes of data,
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this has not been such a critical issue. For mass deployment, it will be crucial that each MS is
able to offer high-performing services, and it would be expected that formal Service Level
Agreements could be put in place for this.

4.2.4 Central Services

Originally, the architecture for epSOS assumed a peer-to-peer implementation with no need
for central services. It became clear that there was a need for a small set of services, notably
to run the central terminology reference service and to provide the Central Service Desk for
managing the Incidents, Problems and Changes. This service desk needs to be acquainted
with, and be the interface between, National and Central Service desks arranged to manage
escalation and delegation of items.

Originally, the central services were provided by a Member State, but they had to withdraw
during the project and a commercial company engaged to provide the service. As noted
above with MS operations, the service interruptions and central service performance have
not impacted real patient events. However, in a mass-roll-out scenario, availability and per-
formance of theses central services will be critical.

425 Communicatiorand Ossemination

In all phases of the end-to-end process the technical, user-centred, legal and clinical re-
qguirements have been complemented by communication and dissemination strategies.

The natural targets of the marketing and communication strategy are the service users:
healthcare professionals and patients. Both resident and foreign citizens’ perspectives have
been reflected. Organizations holding the responsibility of the NCP set-up and operation at
PoC have designed and implemented publicity measures. Typically, the aim has been to in-
tegrate into the standard and regular communication channels normally used for reaching
the healthcare system users audience (i.e. web site, newsletter, posters and other paper ma-
terial distributed at healthcare centres). In some cases these have been supplemented with
specific activities aimed at target population groups (e.g. students, tourists, etc.)

During the pilot operation each PN was required to elaborate a dissemination plan address-
ing the specific need to increase awareness of the cross-border service in the health com-
munities involved within the project. Customisation of the dissemination activities have
taken due weight of the specific national/regional and local environment where actions are
envisaged. For future rollout, the success of a service implementation relies on the capacity
to establish effective measures enabling users to be aware of the opportunity given by the
cross-border service, including all the implications (legal, clinical, technical...) which may af-
fect the provision of such a service.

In addition to the information and publicity materials and products delivered within the pro-
ject framework, the marketing and communication strategy identified by the service imple-
mentation organizations have looked also at the communications that target the cross-
border nature of the service. Most PNs also considered the industry perspective as a main
player of the cross-border service.

4.2.6 Users

An important aspect of the communication activities above has been the information for
healthcare professionals. More is required, however, to support users in local points of care
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with training and support activities. There have been difficulties in sequencing the training,
given delays in go-live operations, and a number of useful lessons have been learned.
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4.3 Issues
The following issues have been identified:

e the need for on-going input from healthcare professionals, particularly to be able to
contribute and to provide healthcare professional leadership on user needs and issues
necessary reviews of the specifications and semantic aspects;

e that cross-border initiatives can only move as fast as work in Participating Nations, and
most countries have progressed at a slower pace than originally envisaged; the success
of epSOS has, from the start, depended on Participating Nations each putting in place
facilities to support the safe and secure exchange of information;

e the performance and reliability of services needed for the future;

e the need for dependable central services and the help desk. It will be important for fu-
ture activity to ensure such provision is assured;

e the slower progress on local implementation has — not surprisingly - reduced the num-
ber of epSOS patient interactions (since both ends need to be operational) which in turn
has impacted evaluation activities.

4.4 Analysis and findings
4.4.1 Involvement of end users

The engagement of clinical professionals was an important part of the requirement phase in
epSO0S and the level of input has reduced since then, and given the need to review the speci-
fications, it will be important to ensure appropriate representation. The epSOS1 work pack-
ages 3.1 and 3.2 had recommended the formation of a health professional group that:

e develops a European nomenclature (common semantic language) that will allow to have
a common understanding of the medicines (the different elements like active ingredi-
ents, pharmaceutical dose form, strength...) avoiding patient safety issues;

e decides which medicines (regarding their bioavailability characteristics and their thera-
peutic index and/or release) can be substituted, how the pharmaceutical dose forms can
be homogenised to avoid issues like national grouping and to decide the level of details
of the semantic description or nomenclature of the different medicine elements.

The second of these is a clinical recommendation which is beyond the scope of epSOS, but
the need for healthcare professional input into semantic and requirements issues remains,
and needs to be addressed.

4.4.2 Service Level Agreements

The issue of performance and reliability needs to be addressed for national services and for
central services.

To be able to turn pilot operations into large-scale, real-time operations, it is necessary to
develop Service Level Agreements. Whilst it has been acceptable in the frame of a pilot to
work on a best endeavours basis, things are different from the day the services are deployed
on large scale. Access to the services (whether to the patient summary or to be able to re-
trieve an ePrescription) will be expected. An NCP which stays out of services for hours or
even days will start to create issues for the delivery of the services, raising accountability is-
sues to other affect NCPs who expect to secure an acceptable level of service.
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This implies a need to define and agree minimum levels of service such as maximum down
time for an NCP, minimum security requirements, etc... As those SLAs concern international
level agreements, their implementation would be subject to international contract law.

4.4.3 Caoordination

The adoption of sustainable solutions will require decisions at national / EU level. Projecting
forward beyond pilot operation, the requirements encompass a managed approach to ter-
minologies including coordination and quality assurance of translations localisations map-
pings and version control and distribution. Alongside this, further thought is needed on the
model for central services to support mass deployment. Work led by Semantic HealthNet
has already begun to look at this, with a view to creating a roadmap and business model for
a Virtual Organization for Semantic Sustainability, which would need to cover:

e collaboration network amongst SDOs

e guidance and support for community of practice

e support industry with adoption and benefits realisation
e certification of semantic assets

e business model for future investment

e education and training

e advise decision makers on investments and benefits

e grow a funding stream to sponsor future research.

This last concern relates to funding streams. The following table gives an indication of po-
tential funding streams:

Figure 2: Activities and Potential Funding Streams

Areas Funding| Why

Source
Cross-border components, e.g. new| EC EC responsibility particularly for establish-
service definitions, networks of ex- ment of new use cases and new projects
cellence
Central services, e.g. system regis-| EC Needed to support cross-border care

ters, master data

Standards support, e.g. semantics | EC ... Where common services are needed
across Europe

Conformance Testing Market | Part of market response to MS

Internal services and operations Each MS responsibility; majority of spend ap-
Member| plies to internal work in each country
State

This in turn will require, in addition to Europe-wide approaches, for each MS to consider:

e strategy and standards development for semantics
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e maintenance, live operations and assurance
e implementation issues, including business cases and benefits.

As a starting point, and in order to ensure monitoring and evaluation of cross-border ser-
vices and related interoperability provisions and systems, Member States should:

e consider setting up a monitoring facility for cross-border services to monitor, benchmark
and assess progress on technical and semantic interoperability for their successful im-
plementation;

e undertake assessment activities, like measuring the quantitative and qualitative eventual
benefits and risks (including economic benefits and cost-effectiveness) of services.

4.4.4 Impact Assessment

The impact on evaluation has required a re-think of the activities to be undertaken by work
package 1.2. Their report D1.2.3 (Evaluation Results) makes some observations:

epSOS has shown that cross border information exchange is possible. The experience of
simulated consultations has proved that Patient Summary and ePrescription services made
possible to exchange medical information through epSOS when travelling abroad between
countries participating in the pilot evaluation. The results from simulated consultations
showed that the service was available (the patient summary from the country of affiliation
could be retrieved) in all but two of the ¢.20 simulated consultations.

epSOS assets are valuable in the view of Healthcare Professionals participating in the service
content and pilot evaluation. The simulated consultations and pre-piloting tests show that
the use of epSOS services increases the quality of healthcare in terms of patient safety for
both services patient summary and ePrescription. Other aspects that were reported by HPs
as relevant in improving healthcare provision were clinical decision making in terms of assis-
tance to clinical decision making; confidence because the patient summary contains objec-
tive and validated data and therefore is highly reliable and communication with patients be-
cause the information is available without relying on the patient’s language.

The epSOS design for patient identification and consent process has been perceived by
members to be secure. The results from the simulated consultations and Pre-Pilot Testing
(PPT) results show no major problems with id and patient consent process. This also reflects
that the interoperability legal aspects (data privacy aspects concerning privacy and confiden-
tiality) build up in epSOS to enable appropriate interoperation among organizations has
proved to be effective. However, some improvement aspects were also pointed out from
the point of view of HPs concerning the electronic integration of patient consent in the ep-
SOS solutions which could facilitate the current patient consent process.

The eHealth landscape within the Participating Nations is not (yet) significantly influenced by
the design of epSOS. However, epSOS can be considered as an increasing source of inspira-
tion and valuable toolkit for further cross border eHealth developments in the EU. The re-
sults of the Convergence study (a survey and analysis carried out by WP1.2) show that the
epSO0S design has not had a big influence on national design of PNs so far. Whilst an estima-
tion of influence towards the future should be interpreted with caution, most PNs do predict
that epSOS will have an increasing influence on national design towards 2016. However, to
be fully interoperable, it is essential to be converged on all interoperability levels. The Con-
vergence study does show that the architecture, governance, and regulatory dimensions are
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hardly influenced by epSOS. This is in accordance with literature that confirms that these
levels are hard to exert influence on. The convergence study may not be able to show the
value of the epSOS design in this phase, but there are indications that the value of epSOS will
increase over time.

The organizational aspects of elaboration, adoption and implementation of specific
measures for cross border eHealth, mobilizing third-party validation have consumed more
resources than anticipated. In particular, more effort has been required to consider
eHealth-specific security and privacy safeguards and measures and the supporting third par-
ty validation (audit).

It is important to clearly define the need for updating of the specifications, i.e. that it is a
moving target. The epSOS deliverables can be frozen for a while, but will need to be updat-
ed, examples: terminology versions, IHE profiles being updated centrally etc. It is noted,
however, that standards and profiles will typically indicate backward compatibility when up-
dated.

It is strongly recommended that building in functions in the system or user manuals will be
designed and implemented for the improvement of the ease of epSOS use. Training for us-
ing the service is also recommended to ensure that the use of the service is fully deployed,
although this will need to be tailored to local circumstances.

It is recommended that the relevance of the pilot evaluation and efforts and support are
recognised, so as to ensure that commitments are translated into practice. There has been a
change of route on the pilot evaluation methodology foreseen at the beginning which was
addressed to evaluate large number of users. The current methodology is based on a quali-
tative approach. Currently the evaluation methodology and the different tools developed to
be used for the end users of epSOS services are well known by the Participating Nations in-
volve in the pilot evaluation. However, PNs awareness of the relevance of the evaluation for
the service and for the project results needs to be emphasized in order to ensure that pilot
evaluation will be fully deployed during the extension period.

Because it is important to take the development approach (which is iterative in epSOS) into
account when evaluating the design/specifications, it is a precondition to manage and se-
cure the development process in a structured and sustainable way and use this information
in the evaluation. Securing the development process in a structured way is important for
two reasons. Firstly, for evaluating specification which are developed using an iterative de-
velopment process, it is important to be aware of the dynamic character and adjust the
evaluation strategy to that. Furthermore, the final specifications are always a result of the
processes behind them. To be able to recommend the direction of improvements, insight in
the change & development process is crucial. The second reason why securing the devel-
opment process is important is to increase the value of the design. When specifications are
secured in a structured way (i.e. in a management tool) the maintainability and the sustain-
ability of the specifications will increase. The better specifications are maintained, the more
likely it is they will be re-used in other contexts.

To capture the momentum and to sustain, diffuse and harvest the value of the epSOS design
the most converged piloting PN’s should be treated and supported as the forefront of the
cross border eHealth convergence within the EU: The epSOS project can be held responsible
for creating and gaining momentum and giving guidance towards a more common approach
in cross border eHealth activities in Europe. epSOS can probably be understood best as a
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valuable source of inspiration and a practical toolkit. To collect the value of the epSOS out-
come, to proceed and stimulate the cross border eHealth activities within the EU, and to
prepare further adoption it is being advised to sustain and maintain the epSOS deliverables
and services.
(learning by doing) is recommended. To harvest the positive results/value and expectations
we strongly advise to continue to support the forefront (piloting PN’s that have been influ-
enced by epSOS) in practicing cross border eHealth services in the EU. They can be seen as
the guardians of the epSOS asset and best promoter and supercharger of the EU cross bor-
der eHealth domain.

To successfully carry out this strategy a practical down to earth approach

4.5 Recommendations

# | Source | Organizational

20 3.1 It is recommended that healthcare professionals are appropriately engaged
in specification updates and other clinical issues to be addressed in moving
to mature implementation

21 1.2 It is recommended that training materials and activities be provided to sup-
port improved deployment of the service

22 | 3.B It is recommended that the non-functional requirements (e.g. relating to
performance and reliability) be formally reviewed to form the basis for Ser-
vice Level Agreements (SLAs) for live, at-scale operation of national and cen-
tral services

23 | IT It is recommended that a platform of NCPeHs is established to deal with on-
boarding of new PNs, periodic auditing and general operations of the epSOS
infrastructure

24 | WP13 | Itis recommended that dissemination activities for other projects, initiatives
and the policy domain continue beyond the end of the project

25 | NEPC It is recommended that Member States continue to disseminate at national
level the results and experiences of piloting

26 |1.2 It is recommended that the lessons from the epSOS pilot evaluation are fol-
lowed up to ensure that commitments are put into practice

27 1.2 It is recommended that the specifications from epSOS be updated, in the
light of pilot experience, to reflect changes such as terminology versions,
and taking into account usability of the functions

28 1.2 It is recommended that good practices within the piloting PNs are shared for
cross-border eHealth convergence within the EU in order to promote and
diffuse the value of the epSOS design
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5. Semantic Sustainability
5.1 Context

Semantic interoperability requires the representation of clinical information in standardized
ways that allow both humans and computers to understand the meaning and context of that
information to enable safe, high-quality care. To achieve this in a cross-border setting, it is
necessary to have structured and coded data for identified fields. This in turn requires firstly
the effective use of standards to support accurate and complete clinical documentation that
is faithful to the patient's situation, and secondly for electronic health record (EHR) data to
be transferred and structurally mapped into a receiving repository in a way that enables its
clinical content to be interpreted with a meaning that is commonly understood..

The definition of semantic requirements for epSOS was carried by the clinical team and the
semantic team. The development of the specification for the exchange of the three identi-
fied documents in epSOS: ePrescription (eP), eDispensation (eD) and the Patient Summary
(PS), required identification of the data fields and, for each field, the terminology to be asso-
ciated to each document data element.

The underlying principles were to build as much as possible on existing examples in each
Member State (e.g. where patient summaries were already in use), and not to require Mem-
ber States to change their internal practices, although Member States might choose to do
so.

The data fields in the datasets were selected according to the following criteria:

o Relevance to the scope: Elements were selected from the European Emergency Health
Card, the Czech and Slovak proposal of Emergency Dataset (EDS), the I1ISO 21549-3 (Pa-
tient Health Card Data — Limited Clinical Data), the Hospital Data Project dataset, the HL7
Terminology and the IHE Recommendations. These data elements define the basic cate-
gories of terms in use. However, they were too loosely-defined to be used as specifica-
tion for data exchange. These data elements should be used as a representation of the
data elements, and all the concepts must have clear relation to the specific domain that
they are representing and they should be used in its context.

e Information sufficient for clinical decision: Health terminology is very complex and it
covers a large area of knowledge requiring lot of effort to organize part of this terminol-
ogy for specific purpose. It is hard to decide what level of detail should be used, espe-
cially when use cases cannot be precisely specified. But having fundamental use case of
HP taking care about citizen of foreign country (possibly in emergency situation) one
should always think of what information is really necessary to obtain about given condi-
tions. Sometimes it is necessary to know just presence or absence (e.g. patient was im-
munized against tetanus), in other cases more specifying attributes are necessary (e.g.
type of pace maker, date of last examination, clinical course). These various levels of in-
formation and granularity were addressed in choosing the syntax and the value set that
accompany the respective value sets syntax. Each coded element was studied as a
group, within the healthcare professionals in the semantic group, resulting in the Refer-
ence Terminology.

e Information systems in use: When creating a Value Set Catalogue, its main purpose has
to be kept in mind, namely that it is the representation usable for communication be-
tween information systems (e.g. NCP, national systems). The content and representa-
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tion should work with the constraints of the semantic services and communication stan-
dards. Moreover, current local systems may introduce some additional constraints.

Frequency of use: Even within one domain, delimited by scope documents, the number
of possible concepts may exceed realization possibilities.

Severity (Consequences): If absence of minimal data can lead to serious harm of pa-
tient’s health conditions it should be incorporated

Content evaluation and acceptance: The process of choosing concepts is quite demand-
ing and time consuming. However, it has to be executed properly and evaluation must
not be missing.

Reconcilability: Special emphasis should be put on reconcilability of concept’s meaning
through chosen term. Generally, self-explanatory terms should be preferred. On inter-
national level, higher priority should be given to terms incorporating Latin or Greek ele-
ments.

Non-ambiguity: The meaning of the concept should be as clearly understandable from
the term as possible and what’s more for professionals from all medical specialties.

Clinical acceptability: Similarly as by concept selection, following clinicians’ preferences
is crucial. Qualification and acceptance in practice plays a major role.

Consistency and systematic order: Decisions on which terms to choose, have to be con-
sistent within the framework of the whole terminological system. If it is decided to fol-
low some morphological or syntactical rules for a specific category of concepts, they
have to be applied to all terms from this category and all exceptions should be well justi-
fied. The same set of criteria is applicable for translation of the terms into languages of
participating countries.

The code systems were identified in order to clinically express a section in the documents (a
coded element), by applying a set of selection criteria. Each terminology was saved as a
Value set (a collection of references to a code system related to a specific context). The
Value Set for a particular coded field was chosen from only one code system based on the
criteria below, and each Member State was then responsible for the translation/verification
of each of the terms employed. The different code systems were chosen according to the
following criteria:

Internationally Used: An international code system such as those released by ISO or
WHO, for example, has the advantage that it was elaborated by experts having vast ex-
perience with terminology implementation and application. The internationally used
code systems have implementation guideline that are used at a national level, as well as
maintenance guideline. The code system used in the Value Sets Catalogue must be in-
ternationally recognized. The suitability should be evaluated by experts in the field, both
medical and non-medical.

In Use: The second most important criterion in selecting the code system is its use in the
Member States. A survey was conducted among the experts working on the epSOS
Value Sets Master Catalogue in order to have an accurate representation of the code sys-
tems used in each country.
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e Existence of translation in Different Languages: The existence of translations into differ-
ent languages is another key element to be evaluated, since it will dramatically reduce
the activity of translating the Value Sets Catalogue terms into the local (national) lan-
guage. If a code system exists in the local (national) version, it is likely that existing
translations have been already validated / certified and kept aligned when newer ver-
sions are released.

e Has a Maintenance Process: A code system that has an official maintenance process is
highly desirable. The release of new versions should be taken into account during decid-
ing process. The maintenance process should include specifications for distribution and
support.

e Existence of Transcoding Systems / Services: The existence of officially defined or at
least of consolidated systems / services to perform transcoding from one code system to
another one is a desirable element in order to reduce costs and risks. However it is
known that this is an important issue that most Standard Organization Bodies are strug-
gling with. Nevertheless, whenever official attempts exist to map one code system to
another it is considered very useful as this provides guidance for mapping.

e Cost of licenses, implementation and maintenance: Although for research purposes
most of the code system licenses are provided for free, the cost might prove to be pro-
hibitive. In addition to the cost of the licenses, the cost of the implementation and main-
tenance need to be considered.

e The code system must be easily implementable: The code system must be easily imple-
mentable based on a sound methodology which takes into account both the syntactic
and vocabulary aspects.

5.2 Application within epSOS

Across Europe, there are different languages, different standards and different coding
schemes. In epSOS, this was addressed by the use of two master files: the Master Value Sets
Catalogue (MVC), which applies across all Member States, and the Master Translation /
Transcoding Catalogue (MTC).

At the time of definition, no official mapping between code systems existed, and therefore
only one code system was chosen per coded field. Since transcoding at a Member State
level or translation is expected, the number of terms in the value sets must be limited, while
providing the largest medical coverage possible. Thus, each coded element has only one
code system associated with it, with its display name in English only. These terms were
compiled into an excel file named the Master Value Sets Catalogue (MVC) that provides the
basis for data exchange.

The content of the MVC is in English; the terms are based on criteria defined by the use-
cases. Each nation is then required to translate the terms and transcode them into their na-
tional coding system, thus creating the Master Translation / Transcoding Catalogue (MTC).

The MVC and MTC are supported by an EU-wide Central Reference Terminology Server; each
Member State needs its own Local Terminology Repository as a copy of its MTC. If an up-
date is made to the Central Reference Terminology Server, the Local Terminology Reposito-
ries are notified and update
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Concepts | Subsets Mapping | Qualification

Figure 3: Translation and Transcoding
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There are some characteristics required supporting the evolution of the MVC which is the
basis for the Ontology over time. It must be noted that these considerations are fairly gen-
eral and they are typical of any international code systems

Context-free identifiers: Concept identifiers such as codes shall not be tied to a hierar-
chical position or other contexts; their format shall not carry any meaning (non-semantic
identifiers).

Persistence of identifiers: Codes shall not be reused when a concept is obsolete or su-
perseded.

Version control: Updates and modifications to the value sets shall point to consistent
version identifiers (OIDs). Usage in patient records should carry this version information
as the interpretation of coded patient data is a function of the terminology used at a
point in time. This version information should also be recorded in all audit data stored.

Editorial information: New and revised terms, concepts and synonyms shall have infor-
mation about their date of entry or effect in the terminological system associated with
them, along with pointers to their source and/or authority.

Obsolete marking: Superseded terminological entries shall be so marked, together with
their preferred successor. Data may still exist in historical patient records using obsolete
terms, their future interpretation and aggregation are dependent upon that term being
carried and cross-referenced to subsequent terms.

Identification and Registration: Terminologies that are intended to be used for the pur-
pose of information interchange in health shall have a unique, permanent terminology
identifier (OID) registered with an appropriate organization. HL7 Version 3 messages and
CDA use OIDs (Object identifiers) to identify terminological systems. prEN 1068-1 (su-
perseded) proposes a Registration Authority to maintain a register of health coding sys-
tems in Europe.
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e Interoperability: Healthcare terminologies shall conform to International terminological
standards and the relationship between the terminology and relevant messaging / in-
formation standards shall be explicitly recognized. If there is need to extend the content
of the terms, this shall be addressed in the maintenance and implementation process.

5.3 Open lssues

The pilot sites have demonstrated that the specifications work successfully, but there have
been a number of issues that will need to be addressed:

e Licences: many of the selected coding schemes have licence requirements. For the pur-
poses of the pilot operation, epSOS signed Memoranda of Understanding with each of
the SDOs whose coding systems were adopted in epSOS MVC, to allow all PNs to use
and to translate them. These rights are confided to epSOS for the duration of the pro-
ject. In most of the cases, the SDOs (e.g. IHTSDO for SNOMED-CT) requested that the
translations generated during epSOS be returned to the SDOs who keep the right of us-
ing them. The PNs who do not have already the rights of using specific coding systems,
might be not being able to generate the documents to be exchanged or to display them
at the point of care once the pilot ends. Specific actions have to be carried out to assure
the continuity of use of these coding systems after the end of epSOS;

e Quality Assurance: the processes of transcoding and translation are complex and time-
consuming. Although there have been discussions about how to quality assure such
work, there is as yet no agreed approach to this;

e The need for maintenance: each PN has to maintain their own local translations and
transcodings, often linked to local coding schemes. Similiarly, many of the SDO stan-
dards have regular version updates. It is therefore necessary to have maintenance and
distribution facilities to avoid reference files getting out of date or worse, misaligned
across PNs;

e Central services: the provision of the central terminology service is critical to the suc-
cessful running of cross-border solutions. During epSOS it was necessary to change ser-
vice provider, and this caused a number of difficulties. A sustainable solution depends
on a reliable, responsive service, and this needs to be sourced and funded;

e The need to review and refresh the datasets and the coding schemes: over the period
of the epSOS project, there have been many lessons learned both through pilots and
also through the advances in individual Member States. As a result, this has highlighted
areas where the datasets need to be reviewed and updated;

e Pharmacy: work package 3D has led investigations into the representation of pharma-
ceutical products. This work is still to be concluded.

5.4 Analysis and findings

The license issue has, to date, been addressed centrally by the Project Co-ordinator, to en-
sure MoUs with SDOs in place (confined to epSOS duration) and a central epSOS Terminol-
ogy Server in place. Following the end of the project, it will be necessary for each PN to sort
out their licence position. Any without licenses in place may not be able to generate docu-
ments. There is a need for engagement with Standards Development Organizations (SDOs)
regarding long-term approaches to issues such as licensing, translation, mapping, versioning,
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localisation, distribution of terminology assets , the creation and maintenance of reference
sets / convenience sets and strategic alignment (e.g. around pharmaceutical products).

The Evaluation Work Package (WP1.2) has, as part of its work, found that semantic interop-
erability has been observed as the main challenge and complex aspect, specifically given the
multi-cultural and pluralistic societies across Europe. Results from the pre pilot testing and
simulated consultations pointed out that there are still aspects in semantics (translations in
surgical procedures, alerts, doctors’ comments, and dosages among others) that need to be
studied in depth in order to improve the quality of data transfer. The results also showed
that there is a need to validate the availability of structured and coded information at PN
level and that common terminology on medications at European level is also crucial to reach
semantic operability.

The Technical Liaison Work Package (WP3.D) conducted a major study into the parameters
representing medicine and ePrescriptions cross border, but the issues are still being dis-
cussed without having reached consensus, Many interested parties and stakeholders con-
tinue to work with the questions, raised in the workshop. SDOs have been quick to contrib-
ute but during a “hearing” phase, professional organizations for pharmacists and for medici-
nal products also expressed their desire for solutions and clarity on these matters. European
projects in the hearing seem to be interested in solutions as part of their project. There is
undoubtedly a need for continuing the work for reaching a sustainable semantic solution for
medicine and ePrescriptions cross border in Europe and worldwide.

In order to address the maintenance issues, the short-term approach is to freeze the MVC to
the last version used in epSOS. However, for the longer-term there is a need to adopt alter-
native, sustainable solutions, which will require decisions at national / EU level.

The need to review the datasets has been highlighted by the process of developing the pa-
tient dataset guidelines for the eHealth Network. The selection made in epSOS represented
the position at a point in time, and reflected the (relatively poor) levels of maturity of coding
in Member States at that time. A number of concerns have been raised about some of the
epSOS proposals (e.g. the use of 3-digit ICD codes, presently under reconsideration by the
semantic Team), and a desire for the list to be reviewed. Some progress has already been
made (e.g. the decision to allow 4-digit ICD codes), but this highlights the need for a mecha-
nism to support such developments.

There is a fundamental requirement that users must be able to interpret health data across
borders and languages in a safe and secure manner. Arising from current project experi-
ence, there are some specific needs, including ways for improving the exchange of Patient
Summary information and a study into appropriate standards for e-Prescriptions?’.

The eHealth Network meeting on 19 November 2013 unanimously agreed to adopt the pa-
tient dataset guidelines, on the understanding that in doing so, a review of both the dataset
and the constituent coding schemes would be undertaken. The analysis in the above report
provides advice on the approach to be taken for this review, and each recommendation is
supported in this report.

In addition, the eHealth Network agreed that there should be further discussion on the pro-
posals for a standing committee for interoperability. It is recommended that work on the

2 Reference: http:/ec.europa.eu/health/ehealth/events/ev_20131119 en.htm
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requirements for maintenance, QA and the provision of central services needs to be agreed,
and it is suggested that the resulting body might be the owner for these activities.

On behalf of the eHN, and as part of the patient dataset guideline development, a report
was commissioned from the epSOS semantic team inviting proposals on what might be done
differently. The reported “THE EXPERIENCE OF SELECTING THE CODE SYSTEMS FOR THE DE-
VELOPMENT OF THE EPSOS MASTER VALUE CATALOGUE (MVC)” made a number of recom-
mendations which are included here:

“The Semantic Team i n epSOSjourhea n gevelgph tee
Master value set Catalogue for the epSOS project. It has not been easy but definitely an ex-
perienced learning that the team value very much. Many reflections can be made and again
there will probably many opinions but 5 general recommendations are to be given to future
similar work based on the experience of this work:

e Selection criteriaThe semantic Team will definitely recommend that any work similar to
this set up a set of selection criteria. They have been used several times in this Semantic
development as the majority vote when a decision needed to be taken.

e |P and licensebeveloping semantic will rely on work owned by SDOs. Therefore our rec-
ommendation is that agreement with the SDOs should be made prior to the development
of the semantic work. This is for two reasons: (i) not to delay the work license to use the
(relevant part of the) code system during a project period is agreed upon and (ii) to dis-
miss any discussions on who may use the developed work afterwards in order to ensure
the sustainability of the semantic work. Many decisions in epSOS would probably have
been easier if agreements with the SDO have been made that the Value sets/datasets de-
veloped in the project was to be used for free after the project end.

e Tooling: Creating and storing the code system and the value sets first started out in
epSOS with the use of spreadsheets. This very fast resulted in errors especially around
the versioning part also it was difficult to have full traceability of the approval workflow
and good change logs in such a big work. The epSOS project therefore decided to imple-
ment a terminology server and tooling. The recommendation is therefore to ensure to
have some tooling support in similar work like this for having better code system over-
view for the clinicians when they need to understand what a code system contains. Da-
taset selection tools with versioning control to have the full change log and traceability
and last but not least a central repository so everyone can access the selected code sys-
tems.

e Common Import formats for code system&his recommendation is to the SDOs to adopt
a minimum common import format of the code systems, based on International stan-
dards like HL7 CTS2, in order to allow project like this to easier import and access their
code system in a repository. It took the project many hours to collect and re-format the
many different formats the code systems were delivered in.

e Value set Metainformation: This recommendation is to the SDOs to generate a mini-
mum Meta-information containing the most needed information for a value set including
information of how the value set was created. This would have supported the epSOS pro-
ject to function as a log of the semantic work, which then easily can be passed on to fu-
ture project for adoption.”

5.5 Recommendations

‘ # ‘Source ‘Semantic
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29

1.4.10

It is recommended that work on the requirements for the maintenance, QA
and provision of central terminology services be specified

30

1.4.10

It is recommended that the review of the datasets uses a similar set of selec-
tion criteria derived in epSOS for identifying fields, and supporting coding
schemes

31

1.4.10

It is recommended that discussions are progressed with SDOs (e.g. in rela-
tion to licensing, approach to translations) prior to the development of the
semantic work

32

1.4.10

It is recommended that formal tooling be used to document dataset selec-
tion decisions, including versioning control to have the full change log and
traceability, and to maintain a central repository

33

1.4.10

It is recommended that, with SDOs, minimum common import format of the
code systems should be adopted, based on International standards

34

1.4.10

It is recommended that each SDO generate a minimum Meta-information
containing necessary supporting guidance for a value set including infor-
mation of how the value set was created

35

1.2

It is recommended that a use-case based approach is taken to specifying re-
quirements (e.g. for MVC) which is therefore dependent on business needs

36

1.2

It is recommended that the development of requirements for semantic in-
teroperability services should consider both cross-border and national sce-
narios

37

3.D

It is recommended that further work be undertaken to address the issue of
the identification of medicinal products
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6. Technical Sustainability
6.1 Context

User and functional requirements for the epSOS eHealth cross border services were agreed
by the Participating Nations starting from and relying on existing local eHealth solutions and
then reflected in several local implementations. This exercise has been based on a number
of elements in which epSOS:

e has identified means of interoperability which will allow to connect services and archi-
tectures, potentially different in every Participating Nation (PN), to provide Patient
Summary (PS) and ePrescription (eP) cross-border services;

e enables the Participating Nations to integrate their national solutions and validate them
for cross-border interoperability of eP and PS, without developing European level cen-
tralised eP / PS services;

e has its foundations on already existing National eP and PS services, without interfering
with National eP and PS services or requesting their modification;

e has in the National Contact Point (NCP) the fulcrum of cross border interoperability, ex-
ploiting the role of connecting the National technical, organizational and legal environ-
ment to the European Level environment;

e has defined, developed and tested services to allow a patient from one country, while
being in another country, to enable the healthcare professionals delivering the health-
care to access eP and PS services available in the patient’s country of affiliation.

These pillars represent the mandating context where the competent national/regional
healthcare organizations must customise the local components to be in line with the agreed
specifications.

The NCP is the technical element that ensures the interoperability across the National bor-
der, toward the European network. In application of the aforementioned pillars, it decoup-
les the National Infrastructure and the European standardised world.

The first consequence is that the external interface is completely standardised, according to
normative specifications of protocols, procedures and exchanged documents. Integrating
the Healthcare Enterprise (IHE) profiles have been adopted to govern the interoperability
between NCP and NCP.

The interface toward the National Infrastructure is specified at a conceptual level, but free-
dom is left to the implementations to adopt the most suitable solution to implement the so
called “National Connector”, which interfaces each NCP with its National Infrastructure.

The NCP performs the basic functional activities related to security management, healthcare
professional authentication, patient identification, consent management, document ex-
change, audit logging and, most relevantly, document semantic transformation between Na-
tional structure, adopted coding systems and language and the document interchange for-
mat of the so called “Pivot Document”.
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6.2 Application within epSOS
6.2.1 Data Design

The exchanged “Pivot Documents” are compliant to HL7 CDA V2 document standard, both
for structured documents (CDA Level 3) and unstructured PDF document (CDA Level 1).

Each document section and element is coded (whenever possible) according to agreed stan-
dard coding systems (e.g. ICD-10, ATC, SNOMED-CT, EDQM, ...) and selected “Value Sets”. In
some cases “Value Sets” are the full coding system (e.g. WHO ATC codes to describe active
ingredients), in most of the cases they are the sub-set selected by the Clinical Expert Group
according to the clinical needs (e.g. Allergies as a sub-set of SNOMED-CT).

The Terminologies (Coding Systems and Value Sets) are managed at European level in the
Master Value Set Catalogue (MVC) that is the epSOS reference terminology.

The chosen implementation path for epSOS was to adopt a structure compliant to HL7 Clini-
cal Document Architecture (CDA) Version 2, level 3 with the additional constraints of the HL7
Continuity of Care Document (CCD) and IHE Patient Care Coordination (IHE PCC).

It is a responsibility of each PN to derive and formally approve the mapping between Na-
tionally or Regionally adopted coding systems and the one adopted at European level and
also to complete the translation of the latter into the Master Translation / Transcoding Cata-
logue (MTC) as described in the section on semantics. The Terminology Server functional-
ities and interfaces toward the NCP(s) are compliant to the HL7 Common Terminology Ser-
vices (CTS2), adopted as normative standard.

Internally Member States might base their national implementations on international stan-
dards such as EN13606. For the exchange of data across borders, a shared document struc-
ture is needed.

Any of these documents is made up of a header (or the part defining the document, and its
identifying information about the patient such as the healthcare professional, the document
type), and the body, or the part containing the clinical content.

6.2.2 Central Services

Current implementation couples both MVC and MTCs in the epSOS Central Terminology
Server (eCRTS). The reason was to keep full control on procedures that have severe impacts
on Patient Safety.

In view of a medium-long term “semantic sustainability”, the activity to manage the MVC
should remain centrally governed, with strong involvement of SDOs. This might imply the
CTS2 compliant Terminology Service providing MVC could be centrally managed. [This could
be achieved in a distributed way, but that would be time-consuming and prone to error]

Participating Nations are in charge of MTCs. Different architectural solutions might be
adopted.

6.2.3 Development
Two version of the NCP were implemented in epSOS:

e NCP In A Box, based on Common Components, partially Open Source, partially Closed
Source based on the TIANI-Spirit IHE backbone (covered by fees);
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e OpenNCP: Open Source components released for all in the JoinUp EC supported Open
Source Community. These components can be adopted by Participating Nations, System
Integrators, to build their own NCP solution.

In view of a medium-long term sustainability, the OpenNCP components tool box seems to
be more promising for maintenance and evolution, fostering the diffusion of eHealth compe-
tence and the eHealth and supporting the creation of the eHealth ecosystem all-over
Europe.

Member States will need to implement software to support cross-border exchange. One op-
tion would be to re-use the Open Source components developed in epSOS and released for
all in the “JoinUp” EC-supported Open Source Community. These components can be
adopted by Participating Nations, System Integrators, to build their own NCP solution.

6.2.4  Security

A high level of IT-security is necessary in order to take full account of security principles
which follow from the Directive and the specific risks related to the processing of personal
data in cross-border:

o All staff implementing the project should be provided with clear, written instructions on
how to use the cross-border system appropriately in order to prevent security risks and
breaches;

e Suitable arrangements should be made in using the Patient Summary and prescription
storage and archiving systems to protect the data against unauthorized access, theft
and/or partial/total loss of storage media;

e For data exchanges, secure communication protocols and end-to-end-security must be
adopted;

e Special attention must be paid to adopting a reliable and effective electronic identifica-
tion system that provides the appropriate level of assurance (of both participating staff
and patients) in compliance with EHN decisions;

e The system must be capable to correctly record and track in an auditable way the indi-
vidual operations that make-up the overall data processing;

e Unauthorized data access and/or changes should be prevented when performing back-
up or storage of data;

e In emergency situations, any access should be logged and subject to audit.

For security purposes logging of transactions, e.g. a healthcare professional request for a
patient summary, is an important feature. Unauthorised access to private medical data can
be detected or prevented when having a transactions log. Logged information in most cases
consist of:

e Who has accessed information,
e When information has been accessed, and

e What information was requested (i.e. field names, etc.) ?
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In most Member States, a tool is used to identify suspicious behaviour or other anomalies
based on available logging data. Misuse of private medical data could be detected or even
prevented using this functionality.

6.2.5 Testing

To assure high quality, safe and secure cross-border implementations, it will be necessary for
Member States to agree on testing strategies, possibly with a Europe-wide testing facility.
This assumes that each MS will have completed quality assurance, unit tests, functional tests
and integration tests before commencing cross-border testing. Regardless of the solution is
adopted, it is mandatory for all the Participating Nations to follow a testing strategies that
foresees:

e The demonstration of compliance with the adopted Normative Standards (IHE, HL7, ...),
by independent third party(ies) (in epSOS IHE International through the Gazelle Test
Tools and Connectathon interoperability testing events).

e The establishment (at least in the epSOS LSP) of two environments:

o The Pre-Pilot Testing (PPT) environment for technical interoperability testing and clini-
cal end-2-end validation and quality improvement;

o The Operation environment, where real patients’ data are exchanged.
This is illustrated in Figure 4 below.

Figure 4: epSOS Testing Strategy

- New PN
- New NCP

pre-PAT

- Improvement of an existing service

- Newly added service

- PN who achieved a PAT, and then switched its NCP

Projectathon
(PAT)

Pre-Pilot Testing (PPT)

Production

Following the clinical rationale that drove the definition of the datasets, the semantic group
chose the standards to provide the transport mechanism for the data. Figure 5 below illus-
trates the IHE profiles recommended to support interoperability.
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Figure 5: IHE Profiles
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6.3

Issues

A number of issues remain:

The reported difficulty in access and use of the specifications. Many newcomers to ep-
SOS have commented on the challenges of understanding the documentation. This is
not about the lack of quantity, but because many of the reports are written as if in-
tended for those who already know the detail;

Licensing of specific products: the PNs whose NCP is based on the “NCP-in-a-box” solu-
tion need to address license issues. The PNs who have adopted the OpenNCP are not af-
fected by these constraints. However it is advisable to verify if specific agreements have
to be signed with the owner of the IPR on the software components covered by the GPL
v3 Open Source License;

Version control: epSOS is releasing OpenNCP toolkits on JoinUp, performing all the
needed Unit, System Integration and cross-border interoperability conformance tests.
Version and release management are required;

ongoing maintenance (and where required development) of Open Source components
made available through JoinUp or equivalent’

Maintenance of specifications and standards, and of software implementations at cen-
tral and national level. The approach followed by epSOS of adopting international inter-
operability standards rather than defining proprietary specification makes feasible the
strategy proposed since the project definition of giving to an international body (like IHE
Europe) the task of maintaining the specifications. The Connectathon becomes the for-
mal validation of conformance to the interoperability specifications;

provision of central services has been an issue (also noted in the previous section). The
change to a new central service provider was a major challenge to all involved;
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e security: there are differing views across PNs about the approach to security, based
partly on variations in local laws and partly on custom and practice. One example has
been the debate about “end-to-end encryption” which is specified as a requirement by
some, as against “end-to-end security” which others believe to be more appropriate.

6.4 Analysis and findings

From a technical perspective, epSOS has made enormous progress over the past few years.
This has been largely due to the significant input from Member States and the Industry
Team. The specification, development, testing and implementation and pilot operation have
successfully demonstrated the achievability of the project objectives.

The effort to develop the Open Source components has been very impressive. epSOS is re-
leasing OpenNCP toolkits on JoinUp, performing all the needed Unit, System Integration and
cross-border interoperability conformance tests. The application of version and release
management facilitates adoption and the integration with National Infrastructures by PNs.

As the aim is to move from pilot activities to mass deployment, it is clear that a number of
enbling actions are required, and the for the basis of te technical recommendations.

6.5 Recommendations

The following recommendations are made:

# Source | Technical

38 It is recommended that the specifications from epSOS are maintained as as-
sets, and improved where possible to be more suitable for use by industry
partners. An appropriate approach might be to formalize the status of the
specifications (e.g. as Publically-Available Specifications)

39 (1.2 It is recommended that a structured, iterative process be followed when
documenting and evaluating the design/specifications, to assist evaluation
and improve the value of the design

40 It is recommended that, as specifications and standards are updated, the
profiles are maintained, and implementation guidance uplifted

41 It is recommended that the Open Source components be maintained and
updated (as appropriate) with governance arrangements in place to ensure
integration testing, on-going support and new developments where appro-
priate (e.g. for new use cases)

42 It is recommended that arrangements be put in place for testing facilities, to
enable testing of cross-border activities, but also to enable individual Mem-
ber States to test their own facilities

43 It is recommended to ensure that, as the legal and regulatory requirements
become clear, the supporting security requirements are updated, together
with mechanisms for assuring compliance
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ANNEX I: epSOS Security Relaxations

From a technical perspective, the interoperability of digital certificates is absolutely a non-
issue. Even in epSOS, all certificate material is technically interoperable. Only in combina-
tion with the applicable regulations from the national and EU level, the problem surface and
complicate the proper operation of the security principles of integrity, mutual authentica-
tion, and non-repudiation:

1. Healthcare services are excluded from the Services Directive 2006/123/EC and conse-
guently any alignment of national eHealth certificate material to the Digital Signature direc-
tive cannot be mandated but only univocally agreed to. The epSOS approach presented in
section 5.3 has been a way to deal within this not fully stable environment for this complex
technology,

2. Certificate and signature management is a bi-directional process that needs the active
contribution from the relying and issuing party. Due to the aspects of the previous point, in
particular the issuing party is not always willing/able to participate in the verification proc-
ess. While it is fully legitimate to isolate the national healthcare services according to the
current operating environment, this renders the whole verification and validation process (in
other words: the benefit of digital certificates) ineffective.

3. The Digital Signature Directive and its annexes are worded ambiguously and create slight
different interpretation:

a. Decision 2009/767/EC setting out measures facilitating the use of procedures by elec-
tronic means through the points of single contact under Directive 2006/123/EC;

b. those single contact points may be directly competent or act as an intermediary between
the provider, authorities, and consumer a automated systems/legal persons;

c. the Digital Signature Directive and several national laws are mandating Qualified Elec-
tronic Signatures (QES) for sensitive applications, paired with an issuing TSL-listed Trust Ser-
vice Provider (TSP);

d. QES cannot be assigned to or issued for legal persons in some environments and the DSig
is not specifically naming exceptions or explicitly sanctioning deviations;

e. effectively, the Digital Signature Directive and the points of single contact under Directive
2006/123/EC are clashing as soon as very sensitive data is concerned, national systems using
QES are also affected

4. The shortcoming and undesired complexity of the Digital Signature Directive in combina-
tion with the inadequacy of regulations is well-known and several compromises have been
established

a. using issuing TSL-listed Trust Service Provider (TSP) or CSP to issue Advanced Electronic
Signatures (AES) to legal persons, inheriting the strict accreditation and supervision of the
QES-issue while operating the more flexible and less complex AES within all *automated*
systems such as an NCP;

b. this compromise is still considered to provide a highly secure and traceable operating en-
vironment when applied in combination with the regular national QES (in other words: the
end-points of the communication are constantly secured using the national high-strength
certificate material while the intermediate (NCP) is using slightly less complex means;
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c. this is not accepted by all MS, primarily due to bullet point #2: not all MS enable us access
to their systems; and some strictly mandate QES for all nodes

d. the shortcut of using TSL-published TSP/CSP is well established but not officially docu-
mented in any annex, some MS are hesitant and expect “degrading” effects

As long as DSig is not taken as blueprint for signatures/certificates, the supporting technol-
ogy may suffer infringements such as incompatible cryptographic algorithm catalogues.
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Annex 2: List of Abbreviations

Acronym Name
CCD Continuity of Care Document
CDA Clinical Document Architecture
CEN Comite European de Normalisation
CoT Circle of Trust
DPA Data Protection Act
eHGI eHealth Governance Initiative
eHN eHealth Network
eP ePrescription
epSOosS European Patient Smart Open Services
FWA Framework Agreement
HL7 Health Level 7
HP Healthcare Professional (i.e. an individual)
IAR Initial Audit Review
ICD International Classification of Diseases
IHE Integrating the Healthcare Enterprise
IHTSDO International Health Terminology SDO
ISO International Standards Organization
ITIL IT Infrastructure Library
LSP Large Scale Pilot
MoU Memorandum of Understanding
MS Member States
MTC Master Translation / Transcoding Catalogue
MVC Master Value Sets Catalogue
NCP National Contact Point
NCPeH National Contact Point for eHealth
NEPC National epSOS Pilot Coordinator
oID Object Identifier
PCC Patient Care Coordination
PN Participating Nations
PoC Point of Care
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PPT Pre-Production test environment

PS Patient Summary

PSB LEG Project Steering Board Legal Expert Group
QES Qualified Electronic Signatures

SDO Standards Developing Organization

SLA Service Level Agreement

SPOC Single Point of Contact

TSP Trusted Service Provider

VPN Virtual Private Network
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epSOS has, from the first day, been a collaborative activity. The experiences and recom-
mendations reflected in this document should be seen as a joint effort from all involved.

Specific input for the recommendations has been gathered from a number of work packages
and groups, including:

WP3.1 and 3.2 — the requirements specification for eP and PS
WP1.2 - evaluation

WP 1.3 — dissemination

WP2.1 and PSBLEG — legal and regulatory

WP3.B — technical development

WP3.C - testing

WP3.D —technical liaison

National epSOS Pilot Coordinator (NEPC) — PN leads
Industry Team

The Technical Project Manageent Team (TP)

The Project Co-ordinator, and

The Project Steering Board.
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