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Important notice on use cases within the epSOS project

Introduction: In the course of the epSOS project the interpretation of the use cases has
evolved. As a consequence, differences in the various use case descriptions have been
introduced. This notice briefly describes these differences, as well as the historic rationale for
their existence.

History: This document is part of the output WP1.1. WP1.1, being the first work package of
epSOS, had two tasks in which use-case analysis was involved: T1.1.1: Use case review
and conceptual design , and T1.1.2, National analogue use cases. The deliverables of these
tasks are annexed to the WP1.1 deliverable (D1.1.1). Based upon these use cases the
guestionnaire for the national analogue use cases was developed and sent out. The analysis
of the answers forms the body of deliverable D1.1.1. The Initial Scope of the epSOS project
was designed by WP5.2, and finally laid down in deliverable D5.2.1. This deliverable was
finalised two months after the closing of the WP1.1 questionnaire response period.

Differences: The main difference between the two deliverables involved is the content and
position of t he coarcyed@.t dlmedti ke tii mtne rspmaent
summary is defined as a list of prescriptions (fulfilled, partly fulfilled and not fulfilled) and
dispensed medication. This list is as complete as possible (for recent medication at least)
and mainly serves the purpose of medication surveillance, from a safety perspective,
supporting the prescriber as well as the dispenser. The patient summary, in the interpretation
of WPL1.1, also contains medication-related information, but not necessarily as complete as
the medication summary. In WP5.2 (initial Scope) the definition changed (and thus the scope
for the epSOS project) in the sense that the medication summary only exists as part of the
patient summary, and that the existence of dispensed medication information is optional only.

Convergence: Ideally, in a project like epSOS, attempts should be made for the
convergence of all documents in the project on interpretation of the use cases. In this case,
however, we concluded that we cannot do that for the differences mentioned. That is
because the questionnaire was based upon the interpretation of WP1.1, and thus the
answers on the questionnaire must be interpreted within this interpretation. We cannot
change the basis of a questionnaire without re-doing the questionnaire, which time does not
permit. Moreover, the questionnaire has yielded an evaluation of the answers which is valid
and useful in itself, provided the reader is aware of the differences mentioned. The fact that
new insights in the epSOS project have been developed in WP5.2, does not change the
validity of this analysis.

Advice: The reader of this document should be aware that the definition and the use of the
term fimedication summaryo differs from t he
defined in the initial scope description. This use case definition of initial scope is the one to
be used as input for further development. The WP1.1 use case description serves the
purpose of illustrating the work and analysis of WP1.1. It is natural that concepts evolve in
time within a large project like epSOS. The value of the WP1.1 final deliverable, the analysis,
is not impaired by these changes in interpretation and terminology.
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Executive Summary

The Smart Open Services for European Patients (epSOS) project is a pilot project, funded by
the European Commission, with the aim of designing and realizing a pilot on cross-border
interoperability in healthcare. Twelve member states of the EU are involved, and from
several of these member states, regional eHealth initiatives are explicitly involved as well.
The epSOS project concentrates on two use cases: cross-border use of a patient summary
and cross-border prescription and dispense of medication. Figure ES.1 shows the map of
the EU, with the countries involved.

Austria

Czech Republic

Denmark

France

Germany

Greece

Italyd Lombardy

The Netherlands
Slovakia

Spain

Spaind Andalusia
Spaind Castillala Mancha
Spaind Catalonia
Sweden

United Kingdomd England
United Kingdomd Scotland

Figure ES.1: Left: map of the European Union, in red member states participating in
epSOSs, in grey member states not participating. Right: list of respondents to the
WP1.1 questionnaire.

This report is the output of the first work package of the epSOS project, WP1.1. The goal of
WP 1.1 was to analyse and compare design and implementation features of the national and
regional solutions relevant to the cross border use cases, and subsequently to derive from
this analysis concepts, opportunities and constraints for the epSOS cross-border solutions to
be designed.

The first task in WP1.1 was to make a sketch of the cross-border use cases in a more
detailed manner than was stated in the project document (Annex 1) and to make the
assumptions and boundary conditions more explicit. This use-case analysis is attached as
annex A. Then a questionnaire was prepared for the member states and regions involved,
specifically asking for details of the national or regional solutions for local use cases
analogous to the cross-border use cases of epSOS. By fanalogousowe mean a patient being
in the home country, but in a situation out si de t he dir
environment (general practitioner, pharmacy, etc). This questionnaire is attached as annex
B. The questionnaire contains 160 questions, asking for the current, operational situation
(2008) as well as for the situation by the time the epSOS pilots should be running (2010). It
was completed by 16 respondents. Figure ES.1 lists the respondents.

The analysis has focused on the situation with respect to the information elements involved
in the epSOS cross-border use cases: patient summary and the information elements related
to medication (electronic prescriptions, dispensed medication information and medication
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summary). Furthermore the analysis focused on four supporting areas of great importance:
patient identifier, patient consent to electronic information exchange, healthcare provider and
health care provider organization identifier, and transaction logging.

In all six areas of this analysis the starting point has been the availability of the various
elements. With respect to patient summaries and medication related information we added
the concept of retrievability. The reason for this is that the mere existence of certain elements
(e.g. electronic prescriptions) does not automatically imply that a mechanism is in place to
request and retrieve the element from an actor outside the direct process (e.g. when the
prescription is directly sent to a pharmacy in the local situation).

The general picture that emerges from this survey is that within all member states there is
much activity in the areas involved. The supporting areas are quite well-defined and
reasonably well implemented. If it comes to the information elements in the cross-border use
cases, the situation is less advanced, and if we add the concept of retrievability (necessary
for cross-border situations to work) the actual implementations that could be involved in
cross-border pilots are quite limited in number.

A very pronounced conclusion that can be drawn from the work presented here is the fact
that there is a significant difference in the 2008 answers compared to the 2010 answers. This
calls for great care in designing epSOS pilots, since pilots based upon 2010 expectations will
certainly falil if in a particular pilot country the expectations are not met. Moreover, it is high
risk to plan the project based on expectations that national or regional programs will be
changed or re-prioritised for the benefit of the epSOS project.

Looking at the content of the information elements, we conclude that there are large
semantic problems to solve in order to achieve cross-border interoperability. This is caused
by the use of different coding systems but also, and perhaps more importantly, by the fact
that the different information elements contain considerable amounts of free text in the
(natural) language of the country of origin. The translations needed here will form a great
concern.

For these reasons combined, the most important recommendation from this analysis is to
keep the pilots simple enough to be really successful in the sense that we learn from the
practices executed in the pilots. Moreover, the design of epSOS cross-border information
elements should be coded (and not text-based) as much as possible, thus stimulating the
use of coded information throughout Europe.

Having expressed these concerns, the analysis nevertheless shows, that cross-border pilots
are feasible, even if based on the 2008 operational situation only.
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1 Introduction

The epSOS project is a pilot project, funded by the European Commission, with the aim of
designing and realizing a pilot on cross-border interoperability in healthcare. Twelve member
states of the EU are involved, and from several of these member states regional eHealth
initiatives are explicitly involved as well. The epSOS project concentrates on two use cases:
cross-border use of a patient summary and cross-border prescription and dispense of
medication.

This report is the output of the first work package of the epSOS project, shortly WP1.1.

1.1. Goal

The objective of work package (WP 1.1) is to analyse and compare design and
implementation features of national solutions relevant to the e-health interoperability (EHI)
use cases. From this analysis and comparison, conceptual considerations for the EU
solutions should be conducted. To do this, an inventory of the functional elements in the
national solutions of member states was completed.

In this document the analysis and comparison of these design and implementation features
is presented. It also provides an overview of opportunities and constraints of EU solutions in
general. These opportunities and constraints are also mapped to the different member states
Furthermoreiconcept ual cons.i coetextatepresernsed. i n t he EU

This document provides formal input for succeeding work packages. Furthermore, it has a
function as a knowledge repository for the remaining work packages of the epSOS project.

The document is structured as follows:
e Chapter 2 presents the European use cases of the epSOS project. The initial use
cases from Annex | of the Consortium proposal were reviewed in WP 1.1. These

reviewed versions were the starting point for the start of WP1.1 (reference: Annex A).

¢ Chapter 3 explains the methodology used for the development of the questionnaire
and the analysis of the returned questionnaires.

e Chapter 4 presents the analysis. This chapter is structured into six sub-chapters.
These sub-chapters contain the different topics extracted from the questionnaire.

e Chapter 5 contains the general conclusions and recommendations of this WP. It
provides conceptual considerations for the EU-context.

© epSOS 7 of 36 27/05/2009
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1.2. Relationship with other Work packages

In Figure 1.2, dependencies between all work packages are shown. WPs which are most
dependent on the input from WP 1.1 are WP 3.1, 3.2 and 4.1. These WPs are respectively
Definition of ePrescribing Services, Definition of Patient Summary Services and Specification
of scenario’s plus site choice.

WP1.1, WT2.1.1 Analysis

WP3.1&2 Service definition

WP3.3-8 Specification

WP3.9&10 Development &
proof of concept

WP1.2
Evaluation

WP4.1 Test WP4.2&3 Pilot
scenarios preparation
WT2.2 L&R _
Conditions WP4.4&5 P||0t

operation
WD5 Coordination, management & WP1.3, WT2.3 Dissemination

stakeholder liaison & guidance

Figure 1.2: Logical phases and dependencies of work packages within the epSOS project.

2 Use cases

The former use case document is attached as annex A.
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3 Methodology

This chapter describes the methodology used for WP 1.1. The methodology is described for
the development of the questionnaire used as well as the analysis of the returned
guestionnaires. The choices made during the execution of this WP are also discussed.

3.1. Questionnaire

The first assignment of WP1.1 was to review the European use cases concerning
ePrescription (eP) and patient summary (PS) stated in the Annex |. This review was the first
informal deliverable and the basis for WP 1.1 to create the questionnaire.

The goal was to get a better understanding of national solutions of the member states. Work
package 1.1 chose to collect country specific information on eP and PS by means of a
guestionnaire. The questionnaire was based on the reviewed European analogue use cases.
It was used to retrieve information about the national analogue use cases on eP and PS from
every participating member state. In brief, the goal was to find out the implementation status
of ePrescription, the patient summary and medication summary in each member state. This
input was used for making the analysis and comparison of design and implementation
features among national solutions.

For structuring the questionnaire, dependencies with other WP’s were taken into account.
This was done to make sure that information retrieved by the questionnaire would also be
usable for future WP’s. For this purpose, WP 2.1 (Legal and Regulatory) provided several
specific questions which were taken into the questionnaire. Reasons for that were twofold.
First to retrieve information needed for the deliverables of WP 2.1. Secondly, to make sure
that as few questionnaires as possible are issued during the project.

For each question in the questionnaire, two answers were requested:

¢ One to describe the current situation, in 2008;
e The second one to describe the expected situation in 2010, the scheduled start of the
pilots.

Al returned questionnaires were aggregat
sectioning possible.

There are twelve member states participating in epSOS. For some member states a number
of regions are actively participating in epSOS. The member states are: Austria, Czech
Republic, Denmark, France, Germany, Greece, Italy (only Lombardy region), Slovakia, Spain
(and also the regions of Andalusia, Catalonia, Castilla la Mancha), Sweden, The Netherlands
and the UK (Scotland and England. Wales and Northern Ireland were not participants). In
total sixteen respondents answered the questionnaire.

3.2. Analysis
The methodology of the analysis was co-designed with the Industry Team.

First of all, availability in member states on different subjects, e.g. the availability of a Patient
summary in a respondents country or region, were distilled from the questionnaire.
Presenting availability information gives a good oversight on the current situation of all the
member states compared to the future situation.

© epSOS 9 of 36 27/05/2009

ed

nt



epSOS i D1.1.1 Report on Opportunities and constraints of Participating MS architectures

Together with the Industry Team an analysis per question was made. This cross country
analysis provides an overview on the differences between countries. Furthermore, insight is
given about what decisions should be made later on in the project. This analysis is also
usable as a reference for other WPOS.

The analysis was focused on the domains of the epSOS cross-border use cases: the content
and process for the exchange of a patient summary and the content and process for the
exchange of information elements related to medication (electronic prescriptions, dispensed
medication information and medication summary).

Two other areas of great importance for exchanging medical information are the patient
identifier and healthcare provider and health care provider organization identifier. Patient
consent is another area which is necessary for exchanging medical information. Furthermore
transaction logging was derived from the cross-border use cases as an important area. From
the cross country analysis, general opportunities and constraints for the EU solution were
also extracted.

Conclusions and recommendations are presented for each section.

© epSOS 10 of 36 27/05/2009
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4 Analysis results

The analysis of the returned questionnaires is discussed in this chapter. The structure of the
sub-chapters used here is the same as used for the main topics in the questionnaire. The
structure of the sub-chapters is as follows:

Patient identifier;

Patient consent;

HCP/HCP organization identifier;

Transaction logging;

Patient summary; and

ePrescriptions, dispensed medication information and medication summary

ourwWNE

Each sub-chapter starts with the presentation of availability among European countries. This
is followed by the general analysis of the questionnaire on that subject. After that, general
opportunities and constraints for the EU solution are presented. Finally, conclusions and
recommendations are addressed.

4.1. Patient Identifier

4.1.1. Availability

The availability of a patient identifier is a necessary requirement for linking patients with their
patient records. For the epSOS project, a useful patient identifier is one which is unique for a
single patient in the country of origin. The availability of a national identifier for every patient
(which also can be a national mapping of regional identifiers) therefore is mandatory to get
access (in one way or another) to patient records in a foreign country.

2008 2010

-Single(national)patient identifier |:| EU member state (not participating)
|:| Multiple (regional) patient identifiers |:| Non EU country

Figure 4.1.1: Availability of patient identifier

In the Figure 4.1.1 the availability of patient identifiers is depicted. It is important to note that
the UK is depicted as single member state, but there is no unique patient identifier used
across the UK for health purposes. However, there are three separate numbering systems,
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which are compatible. England and Wales use the same numbers; Scotland and Northern
Ireland each have their own. All administrations have agreed in principle to accept each
ot herdés number s. T h ial regioss ugpedlB8-digit bumbers bbatcuseuteie
own sequences.

4.1.2. General Analysis
All member states will have a national patient identifier rolled out by 2010. The member
states differ in the way they identify and authenticate patients. Some countries use more than
one type of card. In seven out of twelve member states a healthcare insurance card is used
for patient authentication. Seven member states use an ID card (drivers licence/id
card/passport) for this. The UK is the only member state where no formal document is
required for patient authentication.

4.1.3. Opportunities
All member states use a unique national patient identifier. The availability of such unique
identifiers are crucial to the successful implementation of exchange of PS and eP
information. The national patient identifiers can be used to locate the correct patient
information in cross-border care when in addition to this number some sort of country prefix
is used (e.g. country codes as defined in ISO 3166 standard) . With this prefix, patient
identification across all epSOS member states is possible.

4.1.4. Constraints
In seven out of twelve member states the patients are obliged to show their healthcare
insurance card. This is a constraint when the system cannot accept patients (from country B)
that do not have such a card (from country A). Use of the European health insurance card
(EHIC), which is recognizes by all member states, could be a solution to this constraint.

4.1.5. Conclusions and recommendations
As UK is the only member state where no formal document is required for patient
authentication, UK patients who seek healthcare in foreign epSOS countries should be
aware of the fact that these counties require some proof for their identity. Also the national
contact point(s) in the UK might need to provide some sort of patient authentication check to
other NCPs before medical information out of these countries can be provided.

4.2. Patient Consent

In most countries patient consent is needed for exchanging clinical information between
HCP’s. There are several methods to obtain the patientd sonsent:

e Opt-out: exchange of information is allowed, unless the patient has registered that he
or she does not consent.
e Opt-in*: exchange of information is not allowed, unless the patient has registered that
he or she does consent.
e Specific: consent is given by the patient on

Both opt-out and opt-in can in some cases be refined to excluding or including single HCPs,
groups of HCPs and/or types of information.

! In Austria the definitions of opt-in and opt-out are inverted.

© epSOS 12 of 36 27/05/2009
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4.2.1. Availability

The answers given by respondents to this part of the questionnaire indicate that opt-out is
the predominant choice for patient consent.

In figure 4.2.1 the availability of opt-out consent in the participating epSOS member states is
depicted. Nationally-led means that there is one solution in use per member state.
Regionally-led means that there are multiple solutions in use per member state. These can
be on a regional level, due to regional implementation differences.

The following remarks clarify the situation in member states that have chosen not to use opt-
out as (the only) patient consent mechanism:

In 2008, France is experimenting with different types of consent, which include opt-
out consent. In 2010 there will be a national solution. The first results from the
experiments indicate that opt-out is likely to be the mechanism of choice.

England and Scotland have legally separate National Health Services, therefore the
UK i s depi ct e-ded &ansentisbdandled the dameyb§y NHS Scotland for
their Emergency Care Summary and by NHS England for their Summary Care
Record. Each requires explicit consent for a record to be accessed, and in addition
the patient has the right to opt-out of having a record in the first place. The addition of
further information is performed on an opt-out basis in both cases.

Opt-out is not used in Italy, Germany and Greece. These countries have chosen for
explicit opt-in consent.

2008 2010
Nationally-led
- Fully available |:| Not available or unknown
[ Partlyavailable @ oOpt-outlikely to be implemented
Regionally-led
Fully available |:| EU member state (not participating)
|:| Partly available |:| Non EU country

Figure 4.2.1: Availability of opt-out consent

© epSOS
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4.2.2. General Analysis

In most member states patient consent in some form is needed to access or provide the
pati ent 6 sformadod:i c a | [

Almost all member states and participating regions have legislation on patient
consent. Exceptions are the UK (England and Scotland) who do not have legislation
on patient consent. Within other countries there are no major differences on current
legislation.

In cases of emergency, where the patient might be unconscious, most countries have
a system that implies or makes it possible to obtain the consent of the patient. There
are differences between countries about whether consent is implicitly assumed or
overridden in case of an emergency situation.

In eight out of sixteen respondents (including some regions), patient authorization is
needed for collecting and sharing patient information among different preferred
HCPs. Amongst the respondents that do not need explicit patient authorization, the
opt-out model is used. 12 respondents have the opt-out model, 8 respondents have
the opt-in model meaning that explicit authorization of the patient is needed to share
patient information between HCPs. Some countries therefore have both models in
use, depending on the circumstances. In some member states the patient has the
possibility to deny authorization for selected HCPs or for different events. These
countries empower the patient in sharing their medical information.

In most member states consent rules apply for all health care environments. In some
cases there are exceptions for e.g. the psychiatric environment.

4.2.3. Opportunities

The following opportunities were extracted from the analysis of the returned questionnaires:

Almost all countries have legislation on patient consent, although there are some
regional exceptions. This is an opportunity for the epSOS project because patient
privacy, guaranteed by law, wi || i ncrease pat i ptanted®iBa
European solution.

All member states have procedures or legislation in place that provide emergency
access to patient information. This can be considered an opportunity, at least in an
emergency situation, as also undetermined HCPs are able to access patient
information.

Most member states have an opt-out policy for patient consent. This opt-out consent
only validates the intra member state exchange of information and would have to be
extended explicitly by the patient for EU use. Nevertheless opt-out will be easier to
implement than opt-in, due to the necessity in the opt-in case of registering foreign
HCPs in the opt-in consent.

4.2.4. Constraints

The following constraints were extracted from the analysis of the returned questionnaires:

In some cases it is necessary to have patient authorization for collecting and sharing
patient information among different predefined HCPs. This can be considered a
constraint because fiextrao consent fro
be accessed from the home country.

It is unclear whether there are member states that require explicit consent for medical
information to be exchanged between HCPs. It would be a constraint if this explicit
consent is checked before information is accessed. Then it would be necessary to
enclose undetermined HCPs, which is very difficult to achieve.

Some member states have different rules for consent for different healthcare
environments. Thus a general consent procedure might not be sufficient.
Nevertheless, exceptions occur for healthcare environments such as psychiatric
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healthcare. These environments are out of scope for the epSOS project and will not
be discussed further.

4.2.5. Conclusions and recommendations
It can be concluded from the analysis that legislation on patient consent is generally available
across Europe. Most member states have adopted the opt-out solution. The advantage of
opt-out is that less legal administration is needed. The rules on consent are applicable on the
whole health care sector, with a few exceptions such as psychiatry.

In general the current European patient consent situation can be considered as an

opportunity for the epSOS project. Pat i ent privacy, guaranteed

confidence and acceptance of a European solution.

Exchanging medical information between member states with different consent mechanisms
will lead to conflicting situations e.g. an HCP in a member state with opt-in will not be able to
get the necessary explicit permission, in his country, from a member state that has
implemented opt-out consent. The epSOS project will have to address this problem both on
the technical and legal level. In this case legislation of both members states is relevant.

4.3. HCP/HCP organization digital identifier

Due to the confidential nature of medical information, there is general agreement that
identification and authentication of HCPs has to be accomplished at a high confidence level.
This requires some means of uniguely identifying an HCP: normally an identifier, coupled to
a digital identity®, issued by a certified authority. These digital identities make it possible to
build a chain of trust between HCPs, enable an HCP to securely communicate with other
HCP(O)s and open the possibility of electronic signing. In some countries a prescription is
not valid without an (electronic) signature of the HCP.

4.3.1. Availability

In the Figure 4.3.1 the availability of digital signatures (i.e. a HCP/HCP organisation identifier
suitable for authentication and signing) in the participating epSOS member states is depicted
for 2008 and 2010.

Nationally-led is intended to mean that there is one solution in use per member state.
Regionally-led means that there are multiple solutions in use per member state. This can be
on a regional level, or as is the case for the UK, on the level of the various nations within the
member state.

e In 2008 Slovakia and The Netherlands have authentication, not signing, as do some
regions of Spain. France uses signing mainly in Primary Care. In England
authentication and signing are available, in Scotland there is no electronic identifier
available.

e In 2010 usage of authentication and digital signing will have increased. England and
Scotland both have digital signing. The Czech Republic might be able to use digital
signing, but this is not yet planned. Digital signing will be in use in the majority of
regions in Spain.

For definitions see ASTORK Gl ossaryo
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2008 2010

Figure 4.3.1: Availability of HCP/HCP Organisation digital identifier

4.3.2. General Analysis
Electronically consultable HCP/HCP organisation registry

All member states indicated that an electronically consultable registry for HCP and/or HCP
organisation identifier will be in place by start of the pilot in 2010. In thirteen of the member
states or regions this is realized on a national level and in three member states on a regional
level; ltaly, Spain and the UK. England/Wales and Scotland have separate registries, but
these regional registries are accepted beyond regional borders.

With twelve out of sixteen respondents these identifiers are coupled to a digital identity which
can be used for electronic authentication, and in some cases, can also be used for digital
signatures.

Fifteen out of the sixteen respondents state that identification can be based on both the
individual healthcare provider and the healthcare providing organisation. But in all member
states the individual HCP can be linked to the HCP organisation he/she works for.

A variety of different approaches exists for the level an HCP is authorized to access certain
patient information. Role based access control is widely accepted as the mechanism to
implement authorization rules.

4.3.3. Opportunities
e Generally available, electronic HCP registry.
e The solution in which regional registries are also accepted in other regions (ltaly,

Spain and the UK) could give an opportunity to learn from for the solution in the
epSOS project.
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